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[bookmark: _Toc221938385]1 Introduction

This white paper describes how the Permission for Sample Roles can be used in the setup of Dynamics NAV 2009 Security System.
[bookmark: _Toc221938386]Dynamics NAV 2009 Role Tailored Client

What are Permissions for Sample Roles?

The Permission for Sample Roles are sample data, there can be used as a starting point for setup of “Level 3 – Object Level” of the Dynamics NAV 2009 Role Tailored Client security system during the implementation.

The Roles equals Role Centers and the Permissions contains information about which objects (table data) each role  can access within the database and the type of access whether it is to able to read, insert, modify, delete data or execute (run the object).

What is the definition of Sample in this context?
The Roles & Permissions cover only:
· The core version (WW1) of Dynamics NAV 2009
· Selected Role Centers (see Appendix)
· Selected tasks in the Role Center (see Appendix)
And therefore the following issues must be taken into consideration when planning the setup of the security system:
· The Permissions for Sample Roles are not a final setup of security system, and additional work is needed to meet the customer’s requirements  
· The user will experience permissions errors if only the Permissions for Sample Roles are used to the setup of the security system.
· That no legal or other agreements concerning the set up of the Dynamics NAV Security System must be based on the Permissions for Sample Roles, such agreements must only be based on actual findings.
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Available tools in the Dynamics NAV 2009 Classic Client
· Standard Roles (included in demo company Cronus International Ltd.[footnoteRef:2] [2:  Can also be used in the Role Tailored Client if mapped to a Role Center] 

· Current functionality
· Client Monitor [footnoteRef:3] [3:  Only if the Client Monitor is included in  Customer License (normally it isn´t included)] 

· User Right Tool [footnoteRef:4] [4:  Download from PartnerSource] 
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The Roles & Permissions will be available in 3 files:
1. 1 file containing 22 Roles there equals the 21 Role Centers and the BASIC Role
2. 1 file containing Permissions for the BASIC Role
3. 1 file containing Permissions for 117 selected tasks covering 14 Business Processes and 31 Sub Business Processes (see Appendix) for the following 8 Role Centers
1 Accounting Manager
2 Dispatcher
3 Order Processor
4 Purchasing Agent
5 Project Manager
6 Sales Manager
7 Shipping & Receiving
8 Shop Supervisor - Foundation
File 1 and 2 will be available at the Dynamics NAV Product DVD, and file 3 can be downloaded from PartnerSource.
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This section contains a short resume[footnoteRef:5]) of the design of the Dynamic NAV 2009 Security System. [5:  The detailed description how to implement and use Dynamics NAV 2009 Security System can be found in:
Installation & System: Dynamics NAV SQL Server; Section 4
] 

The security system is an integrated part of Dynamics NAV 2009 and consists of four different levels.


Level 1 - Database level:
Connect to server and authentication
Level 2 - Company level: Companies the user has access to open.
Level 3 - Object level: Dynamics NAV 2009 security system consists of roles and permissions that can be assigned to users. The security roles determine the access the user can perform on objects.
Level 4 - Record level: Limit the access the user has to table data, by specifying that the user only have access to certain records.

The Dynamics NAV 2009 security system allows the administrator to control which objects (tables and so on) each user can access within a database, and decide the type of access the user has to these tables and table data – whether they are able to read, insert, modify, delete data or execute (run the object).
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The Dynamics NAV Security System requires as minimum that one user is assigned to this role in each database, this role can read, use, change and delete all data and all application objects (the customer license permits), it is not possible to change permissions granted to this role.

It is recommended to assign one or both of the following User Profiles/Role Centers to the role Super:
1. IT Manager (Role Center ID = 9018)
2. President – Small Business (Role Center ID = 9020)
[bookmark: _Toc221938392]Basic
This  role grant the users access to system required tables and other fundamental tables, this role must be assigned to all users (except SUPER) because it is a prerequisite for all other roles there will assigned to them. 
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Import of the Permissions for Sample Roles is done in the following way:
Roles:
Open the Dynamics NAV 2009 Classic Client – Administration – Company Setup

Data Migration:
1. Enter TableID = 2000000004 – User Roles
2. Open Migration – Migration Fields and select
a. RoleID
b. Name
3. Open Functions – Import from XML
4. Import Setup Data:
a. Patch = Program Files/Dynamics NAV/60/Classic/Company Settings
b. User_Roles.XML
5. When the import is completed
a. Check for import errors and correct if any
b. Determine with you want to create all 21 roles, if not delete the roles you don´t want to create. Please be aware of that Apply of permissions to the database will require that there is create a Role.
c. Open Migration – Apply Migration Data














Permissions
Open the Dynamics NAV 2009 Classic Client – Administration – Company Setup
Data Migration:
1. Enter TableID = 2000000005 – Permissions
2. Open Migration – Migration Fields and select
a. RoleID
b. Role Name
c. Object Type
d. Object ID
e. Read
f. Insert
g. Modify 
h. Delete
i. Execute
j. Security Filter
3. Open function – Import from XML
4. Import Setup Data
a. Patch
i. Basic Role = Program Files/Dynamics NAV/60/Classic/Company Settings – filename = Permissions.XML
ii. 8 Roles file name = Download filename = Permissions_ for Sample_Roles.XML
5. When import is completed
a. Check for migration errors – and correct if any
b. Open Migration – Apply Migration Data

Please note: Remember after the “Apply of Migration Data” to initiate the execution of the synchronization process “Synchronize All Logins”[footnoteRef:6]) [6:  As described in Section 4.5 Dynamics NAV and the SQL Security System] 
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Appendix
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	Role: Accounting Manager
	RoleID: 9001
	

	Business Process
	Sub Business Process
	Tasks

	Pay
	Pay for product or service
	Pay for product or service

	
	Pay expenses
	Record Purchase Invoices

	
	
	Payment Journal: Run Suggested Payments

	
	
	Apply Payments to Invoices

	
	
	Post Payments

	Collect
	Collect for product and service
	Record Sales Invoice

	
	
	Create Fin. Charge Memos

	
	Process customer payments
	Register Cash Receipts (Journal)

	
	
	Register Cash Receipts (Journal)

	
	
	Post Payments

	
	
	Report Customer Statement

	Treasure Management
	Deposit bank funds
	Register Cash Receipt or Payments (Journals)

	
	Transfer bank funds
	Transfer funds between Banks

	
	Reconcile Bank Accounts
	Reconcile Bank Accounts

	Capital Assets
	Capitalize Asset
	Purchase or Register a new assets

	
	
	Register additions to asset (Component purchased)

	
	
	Add insurance and/or Maintenance to Asset

	
	Depreciate/amortize assets
	Deprecate Asserts

	
	Dispose/retire assets
	Sell Asset or Write Down

	Close
	Process Closing Transactions
	Close Accounting Periods for specific users

	
	
	Consolidate companies

	
	
	Report INTRASTAT

	
	
	Report and settle VAT

	
	
	Prepare Closing Statements

	
	
	












	Role Dispatcher
	Role ID = 9016
	

	Business Process
	Sub Business Process
	Tasks

	Deliver Service
	Plan & Allocate Service Orders
	Creation of Service Order

	
	
	Add Service Item Line

	
	
	Creation of Service Item

	
	Prepare for Service
	Use of Standard Service Codes

	
	
	Create Item

	
	
	Use of Item Journal

	
	
	Use of Requisition Worksheet

	
	
	Allocation of Resources

	
	Deliver Service
	Update of Service Item Worksheet

	
	Finalize and close Order
	Transfer to Jobs

	
	
	Post = Ship & Invoice

	
	
	Post = Ship & Consume

	Fulfill Service Contacts
	Monitor & Implement Contract
	Creation of Service Contract Quote

	
	
	Assign Service Item

	
	
	Make Contract

	
	
	Creation of Service Invoices

	
	
	Creation of Service Credit Memos



	Role:  Order Processor
	RoleID = 9006
	

	Business Process
	Sub Business Process
	Tasks

	Process Sales Order
	Process Inquiry and Quote
	Creation of Sales Quote

	
	
	Add Line(s) type = Item

	
	
	Release Quote

	
	
	Make Order

	
	Review and validate Order
	Creation of Sales Order

	
	
	FastTabs= Edit Shipping information

	
	
	Copy Document

	
	
	Add Comment

	
	
	Lines:

	
	
	· Add line (type = Item)

	
	
	· Availability Check

	
	
	· Get Price

	
	
	· Get Line Discounts

	
	
	· Dimensions

	
	
	· Insert External text

	
	
	Calc. Invoice Discount

	
	
	Release of Sales Order

	
	
	Post

	
	
	· Ship

	
	
	· Invoice

	
	
	· Ship & Invoice




	Purchasing Agent
	Role ID 9007
	

	Business Process
	Sub Business Process
	Tasks

	Purchasing
	Manage purchase requisitions and orders
	Identify vendor

	
	
	Create Purchase Requisition

	
	
	Create Purchase Quote

	
	
	Crete Purchase Order

	
	
	Handle Drop Shipment information

	
	
	Post Purchase Order:

	
	
	· Receive

	
	
	· Invoice

	
	
	· Receive and Invoice



	Role:  Project Manager
	RoleID = 9015
	

	Business Process
	Sub Business Process
	Tasks

	Project Management (Job)
	Initiate project
	Create Job Card

	
	
	Change of Posting Groups

	
	
	Copy Job

	
	
	· Planning Lines

	
	
	· Ledger Entries

	
	
	Creation of Planning Lines

	
	
	Creation of Task Lines

	
	
	Spit of Planning Lines

	
	
	Prices:

	
	
	· Resource

	
	
	· Items

	
	
	· G/L Account

	
	Schedule and Manage Resources
	Planning

	
	
	· Resource Allocation 

	
	
	· Resource Groups Allocation

	
	
	Job Journal

	
	
	· Edit Journal

	
	
	· Calc. of remaining usage

	
	Manage Project Budget
	Post Job Journal

	
	
	Post Job G/L Journal

	
	
	Creation of Sales Invoice

	
	Monitor Progress and Performance
	Post Job Journal (Usage)

	
	
	Change of WIP[footnoteRef:7] Method [7:  Works In Progress] 


	
	
	Calculate WIP)

	
	
	Post WIP to G/L

	
	
	Reverse WIP



	Role: Sales Manager
	RoleID: 9005
	

	Business Process
	Sub Business Process
	Tasks

	Conduct Campaign
	Campaign Management
	Create Campaign

	
	
	Activate Sales Prices/Line Discounts

	
	
	Deactivate Sales Prices/Line Discounts

	
	Select Target Audience
	Create Segment

	
	
	Add Contacts

	Generate Sales
	Report and track sales opportunities
	Creation of Opportunity

	
	
	Update and Close of Opportunity

	
	
	Assign Sales Quote

	
	
	Show Sales Quote

	
	
	Release Sales Quote

	
	
	Make Sales Order 

	
	
	



	Shipping & Receiving
	Role ID 9008
	

	Business Process
	Sub Business Process
	Tasks

	Warehouse operations
	Put-away
	Create a Whse Receipt

	
	
	Update quantities

	
	
	Post = a put-away is created

	
	
	Go to the put-away

	
	
	Register the put-away

	
	
	Verity the posted Whse Receipt, the registered put-away, the Item Ledger Entries (ILE) and the Warehouse Entries (WE)

	
	
	Delete the put-way before registering

	
	
	Use the put-away worksheet

	
	Move goods internally in warehouse
	Creation of items in bulk zone through the Whse adjustment journal

	
	
	Create Movement

	
	
	Open the Whse Adjustment journal

	
	
	Move these items to the Pick Zone

	
	
	Go to the movement




	Shop Supervisor – Foundation
	Role ID = 9011
	

	Business Process
	Sub Business Process
	Tasks

	Production
	Finalize Engineering
	Setup

	
	
	Creation of Items

	
	
	Creation of Work Centers

	
	
	· Calc. Work Center calendar

	
	
	Creation of Machine Centers

	
	
	· Calc. Machine Center calendar

	
	
	Creation of Routing

	
	
	Creation of production Bill Of Material (BOM)

	
	Issue Materials
	Order Planning

	
	
	Maintenance of Sales Orders

	
	
	Creation of Purchase Orders

	
	
	Creation of Production Orders

	
	
	Post of Purchase Order

	
	
	Use of Item Journal

	
	Produce
	Production Orders

	
	
	Release of firm planned production orders

	
	
	Use of Consumption Journal

	
	
	Use of Output Journal

	
	
	Finish Production

	
	
	












Level 4 Record level 


Level 3 Object level


Level 2 Company level


Level 1 Database level
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