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1. Introduction

There are a lot of cases when Dynamics NAV clients during their solution upgrade do not want or just
cannot give their confidential business information for third part companies which will upgrade their
solutions. Data is very important to ensure high quality in upgrades and new functionalities development.
Sometimes it is possible to generate test data for client NAV solution, but it is not possible to ensure that
generated data will represent all NAV solution scenarios.

“Simplanova”, company which offers efficient Microsoft Dynamics NAV upgrades for Microsoft partners,
has created “Data Randomizing Tool”, which gives possibility to have correct data and helps to avoid
conflicts related to confidential client business information.

Paragraphs bellow explain how to use “Data Randomizing Tool”.

Note: Data Randomizing Tool was tested on Dynamics NAV versions starting from NAV2009 R2 only.
Older versions are not supported but the tool may work on older versions.

If you have older version database:

1. Create a backup file of your database. You can follow steps from “2.1. Backup client NAV database” to

prepare old version database backup file.

2. Follow steps “2.2. Create new NAV database” and “2.3. Restore client NAV database to newly created
database” to restore your database to NAV2009 R2 development environment.

3. Proceed to step 2.4 and follow the rest of instructions.

2. Preparation

Firstly, you have to make a copy of client database.

Note: client database copy is required because there is no possibility to unencrypt data after data
encryption. Data will be damaged and lost if you launch data encryption on live client database.

2.1. Backup client NAV database

Follow these steps:

1. Go to “Tools” menu.
2. Select “Backup” action from drop down list.
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Choose backup options in Backup window: select file location and add file name( where backup file will
be stored). Push “OK” after all required values are entered or selected.

Ei

(®) Entire Database
O All Companies
O Custom:
[ selected Companies:
v CRONUS International Ltd. A
v

[] Data Common to All Companies
[+ Application Objects

3. Wait for backup process to be finished.
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2.2. Create new NAV database

Follow these steps:

Open Microsoft Dynamics NAV Development Environment.
Go to “File” menu.
Select “Database” menu from drop down list.

P wWwNPR

Select “New” action from drop down list.

File | Edit View Tools Window Help

| Slose - =l L) EEEBU 0000 O
Save as HTML...
Database v New.. |
Company » Open...
— Page Setup... Test...
Print Preview Alter...
Print... Ctrl+P Delete
Send = Close
1 CRONUS Intemational Ltd. nfermation

EU\LUN

SIMPLANOVA\Kar... = 15-06-12

5. Enter Server Name and other values in Select Server Window. Push “OK” after all required values
are entered or selected.

General | Advanced
ServerType . .. ... _) Database Server for Mirosoft ...
®) Microsoft SQL Server

ServerName . . . ... | 3]
Authentication . . . . . Windows Authentication =
UserD. . ....... |
Password. . . ... . . |

ook [ cand [ nep |
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6. Enter or select values in New Database window, e.g. “General” tab -> “Database Name”,
“Collation” tab -> uncheck “Validate Collation” property, select “Collation Description” value
according to your region language and etc. Push “OK” after all required values are entered or

selected.

7. Wait for database creation to be finished.
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2.3. Restore client NAV database to newly created database

Follow these steps:

1. Open newly created database with Microsoft Dynamics NAV Development Environment.
2. Goto “Tools” menu.
3. Select “Restore” action from drop down list.

File Edit View | Tools | Window Help

I 2B U 0000 0 EEYL e
Language...

Object Designer Shift+F12

Designer Ctrl+F2

Navigation Pane Designer Alt+F12

Manage Style Sheets...

Debugger
Client Monitor

Ctrl+F8

Backup...

SIMPLANOVA\Kar...  15-06-12

4. Find and select client database backup file in file selection window. Push “Open” after file is
selected.

287 GB free of 330 GB
Work (D)

142 GB free of 340 GB

$ DVD Drive (E)

Fie name: ll vl
Flescitpe  [Backup Fles (k) vl

' [ 18 [ [ f
g
i
C3 B —

i

imolan Simplanova - Efficient Microsoft Dynamics NAV upgrades for Microsoft
6 ‘ Simplanova Partners with automated tools and specialized approach —
www.simplanova.com. 8|Page



http://www.simplanova.com/
http://www.simplanova.com

5. Select database restore options in “Restore” window. Push “OK” after all required values are

selected.
3  Restore = 0N
Description . . . . . .. badwp of buid database
Date &Time. . . . ... 08-09-16 02:36:25
FleName. . ...... C:\Users \KarolisV\Desktop \Projektai\In.
Restore
e tadip)
O Al Companies
O Custom:
[w] Selected Companies:
v CRONUS International Ltd. A
v|
[w] Data Common to All Companies
[ Application Objects
[ ok || coced || hep |

6. Wait for database restore to be finished.
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2.4.

Follow these steps:

Import “Data Randomizing Tool”

1. Open newly restored client database on Microsoft Dynamics NAV Development Environment.
2. Open object designer (shortcut key “Shitt+F12” or go to “Tools” —> “Object Designer”).

File Edit View Tools Window Help

2 AR 1 X LPEEE2EN0 0000 0888 e

Modified Version List
NAVW16.00
NAVW16.00
NAVW16.00
NAVW16.00
NAVW16.00
NAVW16.00
NAVW16.00
NAVW16.00
NAVW16.00
NAVW16.00
NAVW 16.00

I

]

~

1l LD L DD QG

| [ Deson || Bw

SIMPLANOVA\Kar...  10-01-28

3. Go to “File” menu.
4. Select “Import” action from drop down list.

File | Edit View Tools Window Help
New... Ctrl+N O
- DEEB N 0000 0 @EF 4 @
Run Ctri+R
Close Esc
Cre AR+l iy Name Modified Version List Date Tme
Unlock Ctri+Alt+U 3 PaymentTems ] NAVWW16.00 08-09-16 12:0 A
Force Unlock 4 Currency NAVW16.00 08-09-16 120 |
5 Finance Charge Terms NAVW16.00 08-09-16 12:0
Save as HTML... & Customer Price Group NAVW16.00 080316 120
[ impor.. ] 7 Standard Text NAVWW16.00 0803-16 120
8 Language NAVW16.00 08-09-16 12:0
Export... 9 Country/Region NAVW16.00 08-09-16 120
Database » 10 Shipment Method NAVW16.00 08-09-16  12:0
. 13 Salesperson/Purchaser NAVW16.00 08-09-16 12:0
ko 14 Location NAVW16.00 0803-16 120
Page Setup... 15 GA Account NAVW16.00 08-09-16 12:0 v
Print Preview L | k4 L
Print... CtrlsP
Send » New | Design [ R Help
1 CRONUS International Ltd.
2
3
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5. Find and select “Data Randomizing Tool” objects (*.fob) file. Push “Open” after file is selected.

Lockn | /88 Thes PC e E
- 3
= . Videos
Recent places
Devices and dnves (4) o
= T
Desk éﬂcwy (]
- gm  loalDsk(C)
e -
Work (D)
4
& @M&m(‘:) Ll
Netaork =
Fie name: v [ oo |
Fles cftype Dyramcs NAV Otyect Fles (fob) v | conce |

6. Push “Yes” and wait for objects import process to be finished.
7. Close and reopen restored client database with Microsoft Dynamics NAV Development
Environment.
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3. “Data Randomizing Tool” setup

Follow these steps to prepare “Data Encryption Tool”:

1. Go to “Data Encryption” department menu in Navigation Pane.
2. Select “Encryption Setup”.

In Microsoft Dynamics NAV Classic Client:

X PO EB=2EB8 0 0000 0 @@

Encryption Setup SIMPLANOVA\Kar...  10-01-28

In Microsoft Dynamics NAV Role Tailored Client:

CRONUS Test 2 (@

[4#] [ search (ctrl+F3)

mv [, CRONUSTest2 » Departments b Data Encryption »

Departments Data Encryption
[» Financial Management
I Sales & Marketing Lists
[ Purchase Encryption Setup
[ Warehouse . .
b Manufacturing Administration

Jobs Encryption Data Entries

Resource Planning
[ Service
Human Resources
Administration
Data Encryption

-

G Home

5 Posted Documents

L

]
CRONUS Test2 | Thursday, January 23, 2014 | HPProbook\Dmitrij |
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3. Check “Database is a copy” checkbox in “Encryption Setup”.
In Microsoft Dynamics NAV Classic Client:
General

Database is a copy . . D

Company Name Encrypt Data

A
E
v

In Microsoft Dynamics NAV Role Tailored Client:

@' | CROMNUS Test2 » Departments » Data Encryption » Encryption Setup |“'j-| | Search (Ctrl+F3) |

Home ] Actions CRONUS Test 2 @

x

Delete

Manage

~
Departments

General
Financial Management Databaseis a copg.u@
Sales & Marketing
Purchase
Warehouse @ Find | Fitter % Clear Filter
Manufacturing Company Mame Encrypt Data
Jobs [

Resource Planning

Select Company for Encryption

Service

Human Resources

A

]
CROMUS Test2 | Thursday, January 23, 2014 | HPProbook\Dmitrij |
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1. Existing database companies will be displayed in “Encryption Setup” subform/subpage. Check
“Encrypt Data” checkbox for all companies which data should be encrypted. Close “Encryption

Setup”.

In Microsoft Dynamics NAV Classic Client:

e |

Database is a copy . . . [

Company Name EncyptData
» | CRONUS International Ltd. v ~
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In Microsoft Dynamics NAV Role Tailored Client:

- N

Edit - Encryption Setup - Microsoft Dynamics NAV

M
o8

CRONU5 Test2 » Departments » Data Encryption » Encryption Setup

[##] [ search (Ctri+F3)

Actions

Home

Delete
Manage

Departments

Financial Management
Sales & Marketing
Purchase

Warehouse

v v v v W

Manufacturing
Jobs

Resource Planning
Service

Hurman Resources

=

Adrninistration
Data Encryption

@ Home

‘_‘_? Posted Documents

@ Departments

»

]

CROMNUS Test 2

CRONUS Test 2 @

General

Database is a cnva I

Select Company for Encryption

#

& Find | Filter 7 Clear Filter
Company Name
CRONUS Test 2
CRONUS Test1

Encrypt Data

ooad

‘W1 company

Thursday, January 23, 2014 | HPProbook\Dmitrij |

M

Edit - Encryption Setup - Microsoft Dynamics NAV

e —
@b—/)' CROMUSTest2 » Departments » Data Encryption » Encryption Setup

[4#] [ search (ctri+F3) |

Home Actions

x

Delete
Manage

Departments

Financial Management
Sales & Marketing
Purchase

Warehouse

v v v v v

Manufacturing
lobs

Resource Planning
Service

Human Resources
Administration

-

Data Encryption

m Home

f_:? Posted Documents

|gDeparlmen|s

»

)

CROMUS Test 2

Thursday, January 23, 2014 | HPProbook\Dmitrij |

CRONUS Test 2 @

General
Database is a copy:

&

Select Company for Encryption
% Find | Fiter 7 Clear Filter
Company Name
CROMUS Test 2
CROMUS Test1

Encrypt Data

W1 company
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2. Open “Encryption Data Entries” from department menu “Data Encryption”.

In Microsoft Dynamics NAV Classic Client:

Table ID Name

il

Generate De... | |[Import/Expo... | | Encyptdata |

In Microsoft Dynamics NAV Role Tailored Client:
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@v [£), CRONUSTest2 » Departments » Data Encryption »

[#2] [ search (ctri+F3) |

CRONUS Test 2 @

Departments
Financial Management
Sales & Marketing
Purchase
Warehouse
Manufacturing
Jobs

Resource Planning
Service

Human Resources
Administration

Data Encryption

Lists
Encryption Setup

_Administration

Data Encryption

CRONUS Test 2 @

22X

ik Show S

3 £l 5 =]

New View Edit Delete Generate Import/Export  Encrypt OneNote Notes Links
List List Default Entries Data Encr. Setup  Data as List Chart
New Manage Process View Show Attached
Encryption Data Entries ~ Typetofitter (F3) | Entry Type,nti | ©
Sorting:  Entry Ne % l' No filters applied
Entry Type D Table ID  Mame Confid Encrypted | lsa Key |
| v 0 0 0 0 0 |

3. Choose one of three ways to enter and edit “Encryption Data Entries” :

e Enter all tables and table fields manually:

6 ‘ simplanova

Simplanova - Efficient Microsoft Dynamics NAV upgrades for Microsoft
Partners with automated tools and specialized approach —

www.simplanova.com. 17 |Page



http://www.simplanova.com/
http://www.simplanova.com

v" “Entry type” — choose table or field.
v" “ID” —select table or field depending on chosen “Entry type”.
v’ “Confidential Information” — check for fields which should be encrypted.

Note: it is not recommended to encrypt table primary key fields data.

e Push “Generate Default Entries”. It will generate related entries by rules created by
“Simplanova”. You can adjust new data manually after it is generated.
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e Import/export “Encryption Data Entries” data form/to *.xml file by using “Import/Export
Data Encryption Setup” action. Select required values in opened window:
v' “Method” — import or export
v" “File name” — file name for data import or export
v' Push “OK”

In Microsoft Dynamics NAV Classic Client:

Method. . .. ..... Import [+]
Flename . ... .. .. l ]
| ok || cCancel || Hep |

In Microsoft Dynamics NAV Role Tailored Client:

CRONUS Te... @

“9 %

Refresh Clear
Filter

Page

Options

Method: | Import

File Mame: |

Note: before generating or importing “Encryption Data Entries” all existing records will be deleted.
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4. Launch Data Encryption Process

Follow these steps:

1. Push “Encrypt data” after “Encryption Data Entries” are added and configured

In Microsoft Dynamics NAV Classic Client:

=3
Entry Confidential Information
 Type D Table ID Name Information Encypted IsaKey
b Table 5 { | Finance Charge Terms v A
" Red 7 5 Description v Ol
| Fed 15 5 Line Description v
____Table 6 Customer Price Group v
| Fed 10 6 Description v
 Table 7 Standard Text v
| Feld 2 7 Description v
|| Table 13 Salesperson/Purchaser v
| Fed 2 13 Name v
| Fed  sos2 13 EMal v
| Fed 5083 13 Phone No. v
|| Field 5062 13 Job Title v
| Feld  sose 13 EMal 2 v
 Table 14 Location v
| Feld 2 14 Name v
| Fed 570 14 Name 2 v
| Red  sm1 14 Address v
| Red  sm2 14 Address 2 v
| Fed  sm3 14 Gty v
 Fed  sma 14 Phone No v
- Field 5705 14 Phone No. 2 v
|| Field 5706 14 Telex No. v
| Fed 57 14 Fax No. v
| Fed 5713 14 Contact v
 Feld 5715 14 County v
| Fed 578 14 E-Mai v
Field 5719 14 Home Page v v
<] m [T>
|Generate De... | [Import/Expo... | | Encryptdata | [ hee ]
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In Microsoft Dynamics NAV Role Tailored Client:

Home Actions

CRONUS Test 2 @

x

View  Edit  Delete

List List
Manage

R

Generate Import/Export | Encrypt

Default Entries Data Ener. Setug]  Data
Process

as List

View

Show Show as

Chart

8] § =

OneMote Notes  Links

Show Attached

Encryption Data Entries -

Serting:  Entry Ne = ‘%l’

Typetofiter (3) | EntyType.n 2| &

Me filters applied

Entry Type

Table ID

MName

Confidential Information

Information Encrypted

Is a Key *

|Ta|.|=

Finance Cha...

Field

Field
Table

Field

(= I~ - I — A L

Description
Line Descrip...
Customer F...
Description
Standard Te...
Description
Salesperson...
Name

E-Mail

Phone Mo,
Job Title
E-Mail 2

I C R C N C Y C R LA A CA N CS N CY N CY SR CS Y|

OoOoOoOoooooooon

Ooooooooooood
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2. Wait for data encryption process to be finished.

In Microsoft Dynamics NAV Classic Client:

Table 6

E

14

5705
5706
5707
5713
5715
5718
5719

pdiiddddgdddt

Table ID Name
i | Finance Charge Terms
5 Desciption
5 Line Descaription
Customer Price Group
6 Description
Standard Text
7 Description
Salesperson/Purchaser
13 Name
13 E-Mai
13 Phone No
13 Job Title
13 E-Mail 2
Location
14 Name
14 Name 2
14 Address
14 Address 2
14 City
14 Phone No
14 Phone No. 2
14 Telex No.
14 Fax No.
14 Contact
14 County
14 E-Mail
14 Home Page

Confidental

CEL L L 00 € € €€ € € € € € € € € € € € € € € € <<

Information
Information Encypted

CEL L C 0 0 € € €€ € € € € € € € € € € € € € € € <<

Is aKey

~
—

(Generate De... | |Import/Expo... | | Encryptdata |

8 ‘ simplanova

Simplanova - Efficient Microsoft Dynamics NAV upgrades for Microsoft
Partners with automated tools and specialized approach —

www.simplanova.com.

22| Page



http://www.simplanova.com/
http://www.simplanova.com

In Microsoft Dynamics NAV Role Tailored Client:

iy View - Encryption Data Entries = B
Home = Actions CRONUS Test 2 @
" = E 7 5
HEBEX B i F 9 A N e
New View Edit Delete Generate Import/Export  Encrypt / Showas | OneNote Notes Links
List List Default Entries Data Encr. Setup  Data t  Chart
New Manage Process View Show Attached
Encryption Data Entries - | Type to filter (F3) | Entry Type - | > | @
Sorting:  Entry Ne = ‘%l‘ Ma filters applied
Entry Type M) Table ID Mame Confidential Information | Infermation Encrypted | Is a Key ”~
[Table] v 5 0 Finance Cha... 0
Field 7 5 Description O
Field 15 5 Line Descrip... O
Table 6 0 Customer F... O
Field 0 & Description O
Table 7 0 Standard Te... [}
Field 2 7 Description O
Table 13 0 Salesperson.. [}
Field 2 13 Name O
Field 5052 13 E-Mail [}
Field 5053 13 Phone No. O
Field 5062 13 Job Title O
Field 5086 13 E-Mail 2 O w
L4 3

3. Backup database( as in paragraph 2.1.) after data encryption is finished.
4. Solution is prepared for testing without confidential client business information.
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