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# Power Platform

Power Pages
Website Development

Power Virtual Agents

-
Intelligent virtual agents

Power Apps
Application development

g2 Dataverse .~
Business ‘daté platform

Power Bl
Business analytics

’ Power Automate
Workflow automation




» 0% e
¢® Power AppsS

The world’s most complete low-code platform

nhext level

@ Build business apps |"|“ Take your apps to the
1

faster, easier

Resocking Asstant. | D G D R 7
Empower everyone to create Enable citizen developers to work =
impactful business solutions in directly with pro developers for =%
hours - not months — with familiar even more advanced solutions.
tools.

Stingray Auto

RECOMMENDED PROMOTION

-

20% off —

Valid on all replacement purg

Scale with confidence One platform,

unlimited innovation

Build solutions at scale while Shift your low-code apps into high
maintaining governance, security gear continuously with advanced
and quality standards. Al, analytics, bots, interactive maps,

external portals, mixed reality, loT
and more.



» Power Automate
The world’s most complete low-co

Resilient APIl-driven automation
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Cost-effective RPA

When a file is created (properties only)

I

Get my profile (V2)

d

l] Create an approval (V2)

* Approval type

*Title

* Assigned to

Details

ltem link

Item link description

Approve/Reject - First to respond

Review new SharePoint file ' body/{FilenameWithExtension} X '

- **Added to:** - body/{Path} ><

- **Created by:** body/Author/DisplayName x <

- body/Author/Email X >

- **Created time (UTC):** - body/Created X

- body/Link}

- body/{FilenameWithExtension} X

Show advanced options

ces [—?. Run a flow built with Power Automate for desktop

L
1

File Edit Debug

Actions

/C" Search actions

Variables
Conditionals
Loops

Wait

Flow Control
System

File

Felder
Compression

Ul automation
Web

Web automation
Excel

Database

Email

Exchange
Outlook
Message boxes
Mouse and keyboard
Clipboard

Text

Datetime

CMD session
Terminal emulation
OCR
Cryptography
Services

XML

Active Directory
AWS

Azure

Cognitive

FTP

@ Status: Ready

Help

Save [» Run

o Subflows

Users Migration | Power Automate Desktop

Stop [Pl Run next action @ Web recorder (2] Desktop recorder /O Search inside the flow

Main Excel_file_manipulation Convert_Euros_to_Dollars

Start of autogenerated actions using the web recorder

e Launch new Edge

Launch Edge, navigate to ‘https:/fwww.msn.com/en-us/money/currencyconverter’ and store the instance into  Browser

@& Click link on web page

Click on <a> "cchints' of web page

@ Click link on web page

Click on <a> "cchints'_2 of web page

Populate text Field on web page
Populate text field <inputtext> “frmtutby’ with % ExcelData [0][Total amount']36 using emulated typingPopulate text field <inputtext> frmbuthyx’ with % EecelData [0][ Total amount’]3%
without using emulated typing

1 Selected action 5 Actions 4 Subflows (5 Rundelzy: 100ms v
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» Power Automate
The world’s most complete low-code platform

Advanced Process

Business Process Automation

p Search Environment
Power Automate Public Preview Demo
“— B Save @ Save & Cose b NewProject ) CopyProject [3 Deactivate  [5) Book [ Delete M Refresh Project Totals () Refresh @ Exportto PDF B3 Process |® Share ) Email a Link = All processes —> ~
Professi | Servi E t far Home Start with lar templat
roressional >ervices engagemen 3/29/2021400PM  $1.190,95 arbwithialpopu’antemplate
PVOJC(l ¢ ' & Approvals Top picks Azure Finance & Operations Supply Chain Power Platform
@ » : - - ‘ o™ My flows
New (37 Min) Quote Plan Deliver Complete
+ Create — A —
Summary Tasks Team Resource Assignments Resource Reconciliation  Estimates Tracking Sales Task Billing Setup  Expense Estimates  Related (g—:) o nfn
& Templates
General Estimates Actuals &7 Connectors
Show me process advisor - Finance Accounts payable Procure to pa[&(P2P) Desktop flows
:‘: Proiect 1D ’ P-001024-D Estimated Start Date 1/28/2021% rm Actual Stan B Data o Go through an Accounts Receivable process using Create an accounts payable process by Make a procure to pay process by connecting to Gain insights on the run history of your desktop
‘ ‘ — our guided tour. connecting to your existing SAP data. your existing SAP data. flows.
o M Monitor i
Nams " | Professional Servjces Engagement Q Finish Date 3/29/2021 B acomm Actual Finist
) _ P32 (B Al Builder W
Description vt — — 0 Eort (Hours 0 Actuad Labor Cost
’ 4.992.00 . st I (%) Process advisor
& Owning Company " & usem O Estimated Labor Cost $1,110,952.00 8 Actual Expense Cost Solutions
o [ Learn Power Virtual Agents
0 Estimated Expense 3 A, Yotal L
£ Customes ADatum Corporation ¢ ne v 0 Actual Total Cost See what is going on under the hood of your
S Cost $52.010.00 virtual agent.
N VU SRS 1 . A r N 0 Etfort wieted
Calendar template ® PSTB hrs Q Estimated Tota Cost $1,162,962.00
FIourS All templates —
‘:‘.l‘i'l"v\ &USD
Learning more about processes
A nt $iry "
S Contracting Uni & Contoso Software US
Download Power Download sample data to Process advisor MS Learn How to upload the data How to analyze imported
e Automate Desktop e try out Process advisor @ module: self-paced @ for process mining @ log files in process...
Project Manager ’
ce R Md.y Clark Beginner 30m Beginner Tm 19 sec Beginner
m Ask a chatbot .
How to record your How to prepare a How to analyze a process Automation
A process A recording ﬁ ﬁ recommendation \d
Status
Overall Progect Sta cce
n VTV e
&3 Status Updated On ~

8 Schedule
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Cloud data

On-premises
data

GUEST
REVIEWS

woedodeok Rk

Our room was on
the ground floor,
facing the ocean.
Great view. The

ek dekek

Incredible hotel.
Loved the view. Very
friendly staff.

ok kR

The
accommodation is
basic but you will
have money left

fodk Yo Rk

Amazing Japanese
restaurant
downstairs. The
hotel is walking

wedede R ke

Great beach park
next to the hotel.
Worth it if travelling
with kids due to the

kR

Reserved a king

room with ocean
view. Was given a
gueen bed with a

| would expect that
the Jacuzzi would
be hot (or at least
warm) - it was not.

FodeRek ok

Clean, good
location, fast WiFi, a
very comfortable
king bed. Ended up

fl

SENTIMENT SCORE BY HOTEL

Four Islands
Grand Kailua
Palm Shore Hotel

Waikiki Getaway...

REFERENCES AND SENTIMENT
BY TOPIC

> ryerrc dg reat

te

accommodatmg b

SENTIMENT SCORE BY IMAGE TAG

Beach
Bathroom
View
Water View
Not Great View
Pool
Hotel Lobby
Clean
Dated/Old Hotel R...
Hotel Room
Dirty
A/C

0.0

laundry
n

kltch'O

un\et trip towne

2 chopplng
i unit

thing unltste@

! e Cleaning
<  money

A

SVIeW

office

location
oom
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B Power Virtual Agents L
Easily create an Intelligent Virtual Agent

E Make authoring easy I—; Extract information
for everyone % from user responses

i Power Virtual Agents

Bot % SmartPrinter X troubleshooter O Discard changes ) Undo C Redo 5 Topic checker S

Easily test and maintain bots Recognize, extract, and act on @D 1 vevern i O fes

through a simple, easy to use dozens of common entities in a ) o
graphical interface user’'s responses. For example, o ©

colors, currencies, ages, dates and
times. Or create your own custom

Just now

L] L]
entities, e.g. model numbers | |
can contact your {x} LatestPrinter X
Yes 9 (serial number {x} SerialNumber X directly

to get more information on your issue

Ask a question

Just now
| can contact your SmartPrinterX(serial Wouldyou ke me todo sof
number 418c4el1e-994b-49b5-aca8 dentif
-04e3f08c00d3 directly to get more . ) )
B8 Multiple choice

information on your issue.
Select options for user

l‘/es, please look up the issue for me I

Would you like me to do so?
[ No, i'll describe the issue myself I

Just now

Save response as
{X} PrinterLocation(text)

Yes, please look up the issue for me I I No, i'll des

Remember user responses

Enter your response here

Store user information for use later in variables and use them to branch or o
create complex conversations




@ Power Pages

Enables anyone to build low-code, external business websites worldwide

Make authoring easy
for everyone

Enable everyone in your
organization to design and launch
engaging websites in minutes —
no coding required.

ﬁﬂ Share with confidence

Manage all your sites through one,
convenient dashboard and meet
your most demanding security and
compliance requirements.

B Build without

T  boundaries

Empower your developers with
advanced, web design tools that

can take your pages to a whole new

level.

amp Snap in exciting new

E' pro-dev capabilities

Add dashboards, document
sharing, chatbots, automation, and
more for a smarter experience, with
seamless integration to Power
Platform and other Microsoft
services.

BC/nav
. ** TECH
DAYS

i 2023 |

mibusc.com

mmmmmmmmmmmm

nnnnnnnnnnnnn

Musi s .
T p atego / Winter (Dec - Feb) evel A

ooooooo

eeeeeeeeeee

. N aERYrY W
Art class for beginners with
Miss Cathy

7:00 pm - 8:00 pm
January 1st
Instructor: Cathy Rogers

e
ATy
i O MW
Art class for beginners with
Miss Cathy

7:00 pm - 8:00 pm

Instructor: Cathy Rogers
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Power Automate

Process automation

Power Apps

Application development

]

Power Bl

Business analytics

Power Virtual Agents
Intelligent bots

Power Pages

External websites

°

Data Al
connectors Builder

Microsoft
Dataverse

Managed
Environments
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Security Logic Storage Integration
@ r w = — Vi o
9 = & 5 B D & & H
(@) =) 6] o e &
Authentication  Authorization Calculated & Jobs Modelling Catalog Files and Relational Webhooks ALM
Rollup fields and discovery blobs databases
&, 5= X
Role-based Auditing ' ' Reportin idati Semi-structured '
security Flugins BuRSlIJrI]ee:S " ’ Data validation data Log files Azure DevOps Azure Syr)apse
Analytics
Duplicate Workflows Common Data  Multi-language Relevance Search i E @
Detection Model Multi-currency & Find data GitHub Data export
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SQL Elastic Pools
Load Ba|ancel‘ Web ...

» o 02

2 P85

Search
: P P P
Reporting ' ' '
Data Lake
Compute Storage k




o low-code Dataverse connectivity
JTOWTIME




authentication & authorization
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It's a story of multiple layers
Authentication & Authorization

Authentication

Who are you?

Authorization

Do you have access?

Permissions

What are you allowed to do?
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Authentication basics

Authentication Authorization

is the process of proving that you are whoyou  is the act of granting an authenticated

Say you are party permission to do something. It
specifies what data you're allowed to
access and what you can do with that data.
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Authentication basics
Azure Active Directory

— Microsoft Azure £ Searc

Home >

O nckr GmbH | Overview

Azure Active Directory

« + Add v

o O . Everything needs an app
Preview features Microso
/< Diagnose and solve problems Overview
Manage bearch your te
Basic informa
&b Groups
I:ﬂ External Identities Name
4 - FRoles and administrators
Tenant ID

]

Administrative units

Primary domai
® Delegated admin partners

. — License
Enterprise applications Service Principal

¥ Devices Workload Licer

i App registrations

Alerts
(&) Identity Governance
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Authentication basics
Single Organization App

* App registered for a specific Azure AD directory
Single-tenant

* Only accessible by users from that Azure AD directory
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Mult1 Organization App

* App registered for use in any Azure Directory or any Azure AD and personal Microsoft
accounts (e.g. Skype, Xbox, Outlook.com)

Multi-tenant
* Registered in its "Home"” directory (same process as single-tenant)

* Admins decide who can consent
to apps in their tenant

* Developers are responsible for
limiting to specific tenants!!




Permissions and consent

Delegated permissions

Used by apps with a signed-in user present

Either the user or an administrator consents
to the permissions the app requests

App is then enabled to act on behalf of the
signed-in user

Important to note: users do not grant apps

permission; they grant the app ability to act
on their behalf
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Application permissions

Used by apps that run without a signed-in user
present

When the administrator grants application
permissions, unlike delegated permissions, the
grantisn't done on behalf of any specific user

Client application is directly granted the
application permission

Important to note: requires the creation of an
Application User in the Dataverse environment



Connection Credentials

User or Service Accounts

* Named account

* Requires username & password

* Conditional Access & MFA impact flows
* Account lifecycle can impact flows

* Requires licenses

* Supported in many connectors
 Separation of concerns == more licenses

 Lower APl limits

B CI NAY
TECH
DAYS

i 2023

mibusc.com

Service Principals aka. Application Users

System account

Uses client id & client secret

Secret lifetime to be monitored
Managed separately

Don’t require licenses

Limited connector support
Separation of concerns == more SPN's

Higher API limits



Managed lIdentities

are better than

Service Principals or Application Users

are better than
Service Accounts

are better than

User (or named) Accounts



Security Roles

Authorization

» Users & Application Users need a security role

* Without a Security Role, no access!

 Security Roles define what a user can and cannot do

Tables Miscellaneous privileges

‘ Show only assigned tables

Table T

Business Management (17)

Business Process Flows (3)

Core Records (44)

v Custom Tables (19)
Al Builder Datasets Container
Al Builder Feedback Loop
Al Event
Al Model

Al Object Detection Label

Privacy-related privileges

Name

msdyn_aibdatasetscontainer

msdyn_aibfeedbackloop

msdyn_aievent

msdyn_aimodel

msdyn_aiodlabel

Record ownership

User or Team

User or Team

User or Team

User or Team

User or Team

Permission Settings

Custom
Custom
Custom
Custom

Reference

Create

® None
R User
R User
® None
© None

Read

K User
R User
R User
R User

ﬁEE Organization

Write

Q© None
Q None
Q None
Q None
© None

Compact Grid View e C

Delete

®© None
Q None
R User
Q None
© None
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Dynamics 365 Business Central B Details X
. . . . 2 .
C <&  AzureAl €< Azure Active Directory Application Card IS + iy v’ Saved - Name O
q ' /
o= | BCKiota
# NckrWebPowerCMSQueryToDataManaged
Client ID g?" Grant Consent More options )(
_{g Azure Active Directory app name
General
{af30e3 R} NNEREEE S S .
Client ID {cc12dd87-1382-4f39-a40b-1d7... Extension Nr:krWebPDwerCMSQueryTDDataManaged
Description BCKiota App ID {00000000-0000-0000-0000-00...
App ID
State Enabled v App Name
. User information
Contact Information 2832ba3f-864d-4333-a391-7b1887bbfc82
User ID {46c6fdB88-7956-4239-9c48-6aa...
° User Name BCKIOTA State
You must set the State field to Disabled before you can mak...
other Microsoft services Active
A User Permission Sets = #* New Line X Delete Line & issi
= = = Permissions .
4 Security roles(2) 174
S Permission Set
t Description Company T Extension Name Permission Scope
:( — D365 BASIC - Dynamics 365 B... Base Application System Name | TypE Business unit
1
4
nckr Content Read Direct
0 nckr Event Read Direct

App type

Custom



authentication & authorization
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Pro-code Dataverse connectivity
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The options are plentiful, and mostly confusing...

DA ST e A e I kAt g Az ke le g D ERe= R Ve aka. OrganizationDataService,
using OData v2.0 ==> DEPRECATED!

o eIl s EReEVAYERP] aka. Web API, using OData vg4.0
* The future

o (@ S=ARel@IRECT ke aka. OrganizationService, using SOAP ==> SUPERSEDED!
* The SDK, but only for .NET Framework
» Still used in the sandbox

o PEREENIEIGS N TgVATeSI@ N0k aka. OrganizationService
*» The SDK, for .NET Core and .NET 6+

* The future



ServiceClient SDK’s

Late-bound Code Early-bound Code

* No generated classes * Generated classes using tool
* Runtime validation * Compile-time validation
* Limited Intellisense * Supports Intellisense

//Use Entity class specifying the entity logical name var account = new Account();
var account = new Entity(“account"); // set attribute values
// string primary name

// set attribute values
[/ string primary name
account["name"] = "Contoso”;
// Boolean (Two option)
account[“creditonhold”] = false;

account.Name = "Contoso”;

// Boolean (Two option)
account.CreditOnHold = false;
// DateTime

// DateTime account.LastOnHoldTime = new DateTime(2017, 1, 1);
account["lastonholdtime"] = new DateTime(2017, 1, 1); // Double

// Double % account.Addressl Latitude = 47.642311;
account["addressl_latitude”] = 47.642311; account.Addressl Longitude = -122.136841;
account|"addressl longitude”] = -122.136841; // Int

[// Int _

T R T T e | = R account.NumberOfEmployees = 580;

// Money // Money

account["revenue”] = new Money(new decimal(5600000.00)); account.Revenue = new Money(new decimal(5020000.00));
// Picklist (Option set) // Picklist (Option set)

account[“accountcategorycode™] = new OptionSetValue(l); //Preferred customer account.AccountCategoryCode = new OptionSetValue(1l); //Preferred customer

//Create the account

. : //Create the account
Guid accountid = svc.Create(account);

Guid accountid = svc.Create(account);
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Helpful Tooling

For early-bound

CrmSvcUtil.exe
Early Bound Generator in XrmToolBox

pac modelbuilder
Early Bound Generator v2 in XrmToolBox

For Dataverse queries

* FetchXML Builder

 Dataverse REST Builder

Xrm ToolBoOxX

The ultimate set of tools for Microsoft Dataverse
and Microsoft Dynamics 365

Empowering Business analysts, Developers,

Administrators and Users since 2012
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What about Business Central?




What about Business Central connectivity?

With or without Dataverse

Data synchronization

 Data livesin Dataverse
tables

 Data is accessible using all
previous methods

* Requires permissions on
Dataverse tables only

Virtual tables

 Data is virtualized in
Dataverse

 Data is accessible using all
previous methods

* Requires permissions on
Business Central side

sri="1.87 encading="utf-2"

version="4.8" wxmlns:edrce“http://docs _pasis-open.orgd odata)/ns  eds™ s

ataseery 5

s Mamedpaces"Microsof T HaY" smlns="hitp:Sf/docs..gasis-cpen.argfadatalns fedn™

EntityType Name="entityMetadata™:

CEeyn

ProgpertyRetd Hames"entiTyHam™ />

£ ey

roperty Name="&n

(1]
&

P

F
CHroper

P

B

p

- - -] -

T T T M T T T el
e - n
= R

<P
fEntityTypas

aes entitTySetHame™ Types Edn. STring™ 2

Ly Mapp="
rty Hamp="
Nama="propertles” Type="Callectlon(Microsatbt HAV. entityMetadataFie

crty Hame="

ofomplexType Mar

dProperty Na
cProperty Nane="cap

ofComplexTypes

es"entiTyMetadatalabel ™

ne="languageCode™ Type="Edm.Int32" Hullable="falspe”

ion" Type="Edmn.String” Mullable="false® />

tityHame™ Type="Edm.5tring™ Hullahle="False" /a

entityCaptions”™ Type="Colleclion{Microsoft.HAV. en

'1'f“ciqﬂaﬂ

entitySetfaptions” Type="Collection{Microsoft.May.entityMeta

¥ Mame="actions” Types"lollecticAf{Micrasoft Mo entityetadatasction
cnunteabers” Typos®{ollection{Microsoft. NAN . entityMetadataEn

ir

Business Central APIs

* User/SPN needs permissions
on Business Central side

* No SDK’s available by MS,
build your own HttpClient

 Generate SDK with Kiota
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What about Business Central?

SHA 1
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Static Site Generators

METALSMITH - wiNTensMiTH ~ (UHLLEGIRNS

A [iE] GitBook

©

. ; . En
Data Static Site Hosting Static Pages

A1 Generator (s56) (CDN)
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¢ Ve ry fa St @ https://nckr.de

Audited on: Oct 15, 1:07 PM View Report

* Very cheap /[ free
* Very safe, only few dependencies

,,,,,,,,,,,

* Open source, different frameworks

Performance Accessibility Best Practices

* Can be run locally orin cloud



Azure Static Web Apps

Code changes

Y,

GitHub Actions

OR

&

Arure DevOps
Pipelines

Azure Static Web Apps

STATIC CONTENT

HTML IMAGES, JAVASCRIPT. & C55

</>[A]}

API

LN Azure Functions
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PowerCMS iw—'

o Trigger Build Consume .m.
—l .
< > Azure Functions </> mm

Dataverse O © 00 0 00

Static Web App

M365 Tenant External Users




pro-code Dataverse
connectivity
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* Delegated authentication for Users

* App-only: Managed ldentity > Service Principals > Service Account
* Scoped privileges [ Least privilege [ Permission Concept

* Web API for OData access to Dataverse

* ServiceClient for .NET Core with Early-Bound code

* Use helpertools ¢ XrmToolBox

Use Dataverse & Power Platform @
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Any Questions?
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