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Creating custom APIs with AZ AL Dev Tools

* New AL File wizard to add a new Page
* Set page type to AP|
* API properties automatically filled in (setting)
» Add multiple fields
* No ApplicationArea
* No Captions (setting)
* Automatically convert names

* Tip:
* Think about the order of fields
» ODataKeyFields must be added afterwards

"alOutline
"alOutline
"alOutline
"alOutline.
"alOutline

.defaultApiPublisher": "cronus",
.defaultApiGroup": "data",
.defaultApiVersion": "v1.0",

createApiFieldsCaptions":

.apiFieldNamesConversion": [

"searchRegExp": ""“lineNo$",
"newValue": "sequence"

"searchRegExp": ""no%",
"newValue": "number"

"searchRegExp": "No$",
"newValue": "Number"

"searchRegExp": ""systemId$",

"newValue": "id"

usearchﬂegExp": ”nSHStemMDdiFiEdAt$”f

"newValue": "lastModifiedDateTime"
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API page triggers L
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API page triggers —- PATCH operation
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API page triggers - DELETE operation
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* When the record is read from the (id; Rec.SystemId)
OnValidate trigger: | OVl s date

* OnNewRecord still executes
* OnlnsertRecord is skipped
* OnModifyRecord is executed instead )

0 references

(number: Rec."No.")

Rec.GetBySystemId(Rec.SystemId);

I
1

OnValidate

Rec.Get(Rec."No."):
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O POte nt |1Q | pe rfo rmance h |t Don't use temp tables as a source If you have many records. Temp tables that are based on APIs are
a performance hit. The server has to fetch and insert every record, and there's no caching on data
¢ La rg e ta b | es In temp tables. Paging becomes difficult to do in a performant manner. A rule of thumb is if you

. have more than 100 records, don't use temp tables.
* Paging

* No caching

* Tips:
* Fill data with a query

* Reduce data by filtering
* Force filterin in code



Using temporary tables

* Potential performance hit
* Large tables
* Paging
* No caching

* Tips:
* Fill data with a query
* Reduce data by filtering
* Force filtering in code

end

OnOpenPage ()

GLEntriesAPIMgt:
begin
GLEntriesAPIMgt.GetIncomeTransactions(Rec);
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GLEntriesAPIMgt;

GetIncomeTransactions( GLEntryBuffer: GLEntryBuffer)

Transactions:

begin

end;

Transactions
Transactions
Transactions
Transactions
Transactions
Transactions
Transactions
Transactions

Transactions

GLEntries;

SetRange

SetFilter(ShortcutDimensiondCode, '%1|%2', 'XPRAGLl', '#'

SetRange
SetRange
SetRange
SetRange
SetRange
SetRange

Open( );

GlobalDimensionlCode, 'QROOEEO', 'QR99999');
BalanceAccountType, "Gen. Journal Account Type" ::Customer);
IncomeBalance, Transactions.IncomeBalance::"Balance Sheet"
AccountCategory, "G/L Account Category"::Assets):
AccountSubcategory, 'Bank and Cash'):

AccountType, "G/L Account Type" ::Posting):

PostingDate, GLEntryBuffer.GetMinDateFilter(), GLEntryBuffer.GetMaxDateFilter());

(]

while Transactions.Read() do
GLEntryBuffer.CopyFromTransaction(Transactions):

Transactions

Close

r
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Bound Action return value

Option 1: Location Header
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Option 1 — Copy all APIs
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Relationships between APIs L

* Two types:

°* 1:1 part(itemVariants; "APIV2 - Item Variants")
® .
1:N Caption = 'Variants';
EntityName = "itemVariant’;
EntitySetName = 'itemVariants’;
® De'ﬂr]Ed N page part _1 SubPagelLink = "Item Id" = field(Systemld);

* Automatic relationship is created under
certain conditions:
» TableRelation specified
» APl exists for both tables oLtipLicity = Zercorone;

part(baseUnitOfMeasure; "APIV2 - Units of Measure")

EntityName = ‘unitOfMeasure’;

EntitySetName = 'unitsOfMeasure’;
SubPagelLink = SystemId = Field("Unit of Measure Id");
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Partial records

» Partial records is automatically enabled
for APl pages e e
. . . Rec.AddLoadFields( "Value Id", "Dimension Value Code"):
* Fields defined in the repeater are
automatically loaded

O Any Other flEld that |S accessed frOm Lu | procedure SetCalculatedFields()
] Deglin
code causes a JIT (Just In Time) load GlobalDinensionValueld = iyalue Id%; |~

end;

* Avoid JIT loads by using
Rec.AddLoadFields
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Reducing JSON payload
* $select=to reduce the JSON payload (o fapihv2.0fcompanies({comanyic)customers?2Sselect=idumber displayName,amai

* Do not use stop and sskip. Instead use

server-drive paging with header
odata.maxpagesiz

* Accept header to manage OData tags applcation/ison; odata.metadata=nons

* Navigate to a single property

W {urliifapifv2.0/companies({{companyld}})fitems({{item|d}})/displayName/
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Monitoring incoming web service calls L

Four things to consider:

Use APIs over OData/SOAP on Ul pages

Reduce aggressive calls

Check time spend in queues

Fix non-200 HTTP errors (these just waste resources)

N W N R

5. For more tips check:

http://aka.ms/bcperformance
https://learn.microsoft.com/en-us/dynamics36s/business-central/dev-itpro/api-reference/v2.0/dynamics-error-codes



http://aka.ms/bcperformance
https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/api-reference/v2.0/dynamics-error-codes
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Is your API code fast?

Performance G Confidential\Microsoft Extended -

< D File v I« Export ¥ W ChatinTeams Q Getinsights (@ Subscribe to report

. . . «
e Incoming web service performance details
Dynamics 365 Business _:
Central Usage 29/05/2023 =
2
Performance Incoming Webservice Call Statistics Incoming Webservice Calls by HTTP code
Count Endpoint Category Sum time Avg time Http code
(sec) (ms) @200
Hsge i Aliels 7 MS/api/microsoft/cloudMigration/v1.0/companies()/c AP 93 13318 201 10.90%
loudMigrationStatus()/Microsoft.NAV.refreshStatus @204 '
HEETENEE SR 19 MS/api/v2.0/companies API 14 737 F . | A P I
Cossi 20 MS/api/v2.0/subscriptions() API 11 534 v I te r O n Catego ry
essions
837 MS/api/microsoft/runtime/beta/companies API 10 12
OnCompanyOpen 2 MS/api/v2.0/externalbusinesseventdefinitions API 5 2600
33 MS/api/microsoft/runtime/beta/apiRoutes API 3 93 Incoming Webservice Calls by Category a =
Pageviews 8 MS/api/v2.0/itemLedgerEntries API 2 261 Category
3 MS/api/v2.0/companies()/salesOrders API 2 567 @ AP
Reports 2 MS/api/v2.0/customers() API 2 784 ODataV4
3 MS/api/v2.0/customers API 1 301 11.21%
Long Running SQL Queries 1 MS/api/microsoft/dataverse/v1.0/dataverseEntityCha API 1 884
nges
Database lock timeouts 2 MS/api/v2.0/contacts API 1 401
7 MS/api/microsoft/cloudMigration/v1.0/companies()/c API 0 57
Long Running AL methods loudMigrationStatus : :
370 147 151 Incoming Webservice Calls by Connector
Incoming webservice calls Connector
@ (Blank)
Outgoing webservice calls Edit in Excel

Extension details (in which extension does the endpoint come from) . f
Microsoft Teams

Job Queue Publisher / App (id) / Version Count
v
Task Scheduler . 884
© Microsoft 86
.. _Exclude APIV2_ (10cb69d9-bc8a-4d27-970a-9¢110e9db2a5) 36
Configuration packages
S Base Application (437dbf0e-84ff-417a-965d-ed2bb9650972) 36 Incoming Webservice Calls by Extension Type
App Updates 22.0.53985.0 32 Code O .
23.0.10501.0 4 .°MTCR‘C“)’;’;’F"'T .
: Business Central Cloud Migration API (57623bfa-0559-4bc2-aelc- 14
& Go back 0979c29fc8d1)

= | + 105%




Do your API calls get queued up?

Performance G Confidential\Microsoft Extended

O

Dynamics 365 Business

4

Central Usage 29/05/2023

Performance

Recommendations
Performance events
Sessions
OnCompanyOpen
Pageviews

Reports

Long Running SQL Queries
Database lock timeouts
Long Running AL methods

Incoming webservice calls

Outgoing webservice calls

Job Queue
Task Scheduler
Configuration packages

App Updates

¢ Go back

Webservice Queue Statistics

Sum queue Avg queue
time (sec) time (ms)

Count Endpoint

7 MS/api/microsoft/cloudMigration/v1.0/companies()/cloudMig 0.00 0.00
rationStatus
7 MS/api/microsoft/cloudMigration/v1.0/companies()/cloudMig 0.00 0.00
rationStatus()/Microsoft. NAV.refreshStatus
1 MS/api/microsoft/dataverse/v1.0/dataverseEntityChanges 0.00 0.00
11 MS/api/microsoft/powerbi/v2.0/reportLabels 0.00 0.00
33 MS/api/microsoft/runtime/beta/apiRoutes 0.00 0.00
837 MS/api/microsoft/runtime/beta/companies 0.00 0.00
2 MS/ani/micrasaft/runtime/heta/wehhonkSiinnortedRasauirces [ANATA] non
8650 0.00 0.00

Queue time (sec) and Execution time (sec)

® Queue time (sec)

Execution time (sec)

4K (100%)

Web service time (avg. execution time) by date

h ' ¥

[ File v I« Export ¥ & ChatinTeams ©Q Getinsights (@ Subscribe to report

@ z |

© v O~y C B

Time spent over the Day - (UTC-06:00) Central Time (US & Canada)

@® Queue time (sec)

Execution time (sec)

0 5 10 15 20
Hour of Day

Calls over the Week
4K

2K

« N

Mon Tue Wed Thu Fri Sat Sun

Time spent over the Week

@ Queue time (sec)

Execution time (sec)

oK

Mon Tue Wed Thu Fri Sat Sun

Web service time (avg. queue time) by date
1

> @

w Z O

s193]14
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re your APIs called aggressively?

Performance G Confidential\Microsoft Extended v

<

O

Dynamics 365 Business
Central Usage 29/05/2023

Performance

Recommendations
Performance events
Sessions
OnCompanyOpen
Pageviews

Reports

Long Running SQL Queries
Database lock timeouts
Long Running AL methods

Incoming webservice calls

Outgoing webservice calls

Job Queue
Task Scheduler
Configuration packages

App Updates

< Go back

O File v I« Export ¥ WJ ChatinTeams Q Getinsights (@ Subscribe to report

daplelald
APIV2 - Company Information 3
APIV2 - Contacts 2
APIV2 - Customers 5
= ADIMD lasma | Adsas Candvins o
Total 970
Webservice Queue Statistics
Count Endpoint Sum queue Avg queue
time (sec) time (ms)
-~
7 MS/api/microsoft/cloudMigration/v1.0/companies()/cloudMig 0.00 0.00
rationStatus
7 MS/api/microsoft/cloudMigration/v1.0/companies()/cloudMig 0.00 0.00
rationStatus()/Microsoft.NAV.refreshStatus
1 MS/api/microsoft/dataverse/v1.0/dataverseEntityChanges 0.00 0.00
11 MS/api/microsoft/powerbi/v2.0/reportLabels 0.00 0.00
33 MS/api/microsoft/runtime/beta/apiRoutes 0.00 0.00
837 MS/api/microsoft/runtime/beta/companies 0.00 0.00
2 _MS/ani/micrasoft/nintime/hetaAmehhaokSiinnartedRecaurces 000 000
970 0.00 0.00

Queue time (sec) and Execution time (sec)

@® Queue time (sec)

Execution time (sec)

@ =

©O B~y O~y G B

Calls over the Day - (UTC-06:00) Central Time (US & Canada)

0.2K
0.1K0.0k 0.1K 0.0K T 01K ok
0 5 10 15 20

Hour of Day

Time spent over the Day - (UTC-06:00) Central Time (US & Canada)

@ Queue time (sec)

Execution time (sec)

0 5 10 15 20
Hour of Day
Calls over the Week
4K
2K ....................
oK L I S s
Mon Tue Wed Thu Fri Sat Sun

Time spent over the Week

@ Queue time (sec)

Execution time (sec)

w Z O

s191]14

+

105%
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Incoming web service performance — non-200 calls

Performance G Confidential\Microsoft Extended

<

O

Dynamics 365 Business
Central Usage 29/05/2023

Performance

Recommendations
Performance events
Sessions
OnCompanyOpen
Pageviews

Reports

Long Running SQL Queries
Database lock timeouts
Long Running AL methods
Incoming webservice calls
Outgoing webservice calls
Job Queue

Task Scheduler

Configuration packages

App Updates

< Go back

D File v I~ Export ¥ WJ ChatinTeams Q Getinsights G@ Subscribe to report

Incoming web service performance details

Incoming Webservice Call Statistics
Count Endpoint

Category Sum time Avg time

(sec)

(ms)

13 MS/api/microsoft/runtime/beta/apiRoutes

5 MS/ODataV4/Company()/AccountantPortal ActivityCu
es

3 MS/ODataV4/workflowWebhookSubscriptions

1 MS/ODataV4/NAV.SummaryProvider_GetPageUrlBySy
stemID

5 MS/api/v2.0/externaleventsubscriptions

1 MS/api/microsoft/runtime/beta/webhookSupportedR
esources

4 MS/ODataVl4/Customer_Card_Excel/$count

5 MS/ODataV4/Company()/AccountantPortalUserTasks

API
ODataV4

ODataV4
ODataV4

API
API

ODataV4
ODataV4

34
79

79
123

21
91

17
13

Fix errors on these endpoints

Extension details (in which extension does the endpoint come from)

Publisher / App (id) / Version

Count

2 Microsoft

© Base Application (437dbf0e-84ff-417a-965d-ed2bb9650972)

21.4.52563.53386
22.0.53985.0
Total

36
36

32
42

°© QA

Incoming Webservice Calls by HTTP code

Http code
®400

404
90.48%

Incoming Webservice Calls by Category 0 = &

Category
@ AP

ODataV4
45.24%

Incoming Webservice Calls by Connector

Connector

® (Blank)
Edit in Excel

47.62%

Power Automate

Incoming Webservice Calls by Extension Type

Code Ownership
® MICROSOFT

@ =

\2

o @

C ©® w Z O
= Filters »
Q. Search
AppP 1 v
is (All)
App Publisher A%
is (All)
App Version vo@
is (All)
Code Ownership vo@
is (All)
Connector VoL
is (All)
Endpoint v
is (All)
Hour of Day vo&
is (All)
Http code ~
is 400 or 404
Filter type
Basic filtering v
/O Search
[m] Select all
] 200 1527
] 201 3
(] 204 1
400 17
404 1

is (All)

Object Name
is (All)

[k -

SFilter to only show errors

V&

92%
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Postman test script

* Postman runtime is based on Node.js

* Add dynamic behavior to requests
* Pre-request scripts
* Test scripts
* Dynamics parameters
» Pass data between requests

* Javascript code

REQUEST REQUEST RESPONSE REQUEST
pre-request script test script

POST url}Hfapifv2.0/companies({{companyld}})/customers

Params Authorization Headers (11)

i)
const jsonData = pm.response.json();

pm.test("Response is a json object", () => {
pm.expect(jsonData).to.be.an({"object");
i):

» const schema

pm.test("Response schema is wvalid", ()} => {
pm.expect(tvd.validate(jsonData, schema)).to.be.true;

'.'_"I .
3Sr

pm.test("The response has all properties”, () => i
pm.expect(jsonData.displayName).to.eql('BC Techdays 2823'});
pm.expect(jsonData.city).to.eql('Antwerp');
pm.expect(jsonData.country).to.eql('BE");
pm.expect(jsonData.type).to.eql('Company’'};
pm.expect(jsonData.currencyCode) .to.eql('EUR");

Headers (11) Test Results (4/4)
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Consuming APIs with C# - Authentication b

tic AuthenticationResult ExecuteAuthorizationCodeGrantFlow()

* Add NuGet package (e
. . . AuthenticationResult result;
M IcrOSOft. Identlty.C| Ient ar accounts = publicApp.GetAccountsAsync().Result;

if (accounts.Any())

* Use the package for retrieving OAuth :
access tokens

{_

result = publicApp.AcquireTokenSilent(scopesDynamic, accounts.FirstOrDefault())
.ExecuteAsync()
.Result;

tch - (MsalUiRequiredException)

result = publicApp.AcquireTokenInteractive(scopesDynamic)
.ExecuteAsync()
.Result;

static TPublicClientApplication publicApp =

PublicClientApplicationBuilder
.Create(clientId)
result = publicApp.AcquireTokenInteractive(scopesDynamic)

.ExecuteAsync()
.Result;

WithTenantId(azureTenant)
.WithDefaultRedirecturi()

Build():

return result;
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Consuming APIs with C# - Authentication S

* Add NuGet package
IConfidentialClientApplication confidentialApp =

ConfidentialClientApplicationBuilder

Microsoft.ldentity.Client ConfidentialCLientapy

WithClientSecret(clientSecret)
WithAuthority(AzureCloudInstance.AzurePublic, AadAuthorityAudience.AzureAdMultipleOrgs)

» Use the package for retrieving OAuth withau
access tokens

AuthenticationResult ExecuteClientCredentialsFlow()

AuthenticationResult result;

result = confidentialApp.AcquireTokenForClient(scopesStatic)
JithAuthority(AzureCloudInstance.AzurePublic, azureTenant)

.ExecuteAsync()
.Result;

result;




B CI NAY
TECH
DAYS

Consuming APIs with C# - Data b

System.Text.Json.Serialization;

¢ Create a ClaSS With prOpertieS for eaCh DemoOAuth.BusinessCentral

field in the Json payload
* Map each property to the corresponding
Json key by using JsonPropertyName  seti )
» Do the same for the value property in the ety

JsonPropertyName( "displayName") ]

response et

Customer

=D

System.Text.Json.Serdialization;

DemoOAuth.BusinessCentral
City { ; - }

JsonPropertyName( "postalCode") ]

Customers

PostalCode {

LJsonPropertyName( "value")]

ic Customer[] Value {
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Consuming APIs with C# - Data s

* Use the HttpClient extension method GetFromJsonAsync to automatically
convert the Json response into an object

customers = client.GetFromJsonAsync<Customers>({$@"/v2.0/{environmentName} /api/v2.0/companies({companyId})/customers").Result;

Console.Clear();
( customer customers.Value)

i

Console.WriteLine($" {customer.Number} {customer.Name} {customer.City}");

¥
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Consuming APIs with C# - Data b
 Use the HttpClient extension |
method PostAsJsonAsync to e peaeendays 203t
automatically convert an | Country = "6E"
ObJeCt |ntO d JSOn requeSt -_]'_-'?Elr"lf::lE'l’irEﬂ._iEE}_"'[3'{::-1:1'2:1[15 options = §)

i

DefaultIgnoreCondition = JsonIgnoreCondition.WhenWritingNull

¥
* Use the HttpContent

extension method | _
result = client.PostAsJsonAsyncs< >(url, customer, options).Result;
Read FrOmJSOnAsynC to customer = result.Content.ReadFromJsonAsync<Customer>().Result;

automatically convert the Json [SEESTRarescs
" . Console.WriteLine($"Customer created");
FESpOnSE |nt0 an ObJECt Console.WriteLine($"No. . {customer.Number}");
Console.WriteLine($"Name . {customer.Name}");
Console.WriteLine($"City . {customer.City}");
Console.WriteLine($"Country: {customer.Countryi");
Console.ReadKey();

url = $@"/v2.0/{environmentName}/api/v2.0/companies({companyId})/customers"”;
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Any Questions?
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