
Fasten your seatbelts…

This presentation will be heavy on 
demos, as most of the capabilities 
we’ve added are most easily 
explained by showing them in the 
product.

IMPORTANT: Some demos are 
recorded for optimal viewer 
experience and hence cannot be 
adjusted in size. Please come to the 
front, if you are having difficulties 
seeing what’s on the screen.

And now: Let’s jump into it!



1. Composable Permissions
2. Inherent permissions
3. Excluding permissions
4. Security Groups on Business Central environments
5. Nested Security Groups
6. Security Groups in Business Central
7. Deprecation of User Groups
8. Telemetry

Agenda



Composable permissions



A permission set that includes other permission sets’ permissions

Composed permission set

Composed 
permission set

A permission set
Another permission 

set

“Composed permission set” permissions = 
“A permission set” permissions +
“Another permission set” permissions +
Permissions



How to code with composable permissions

Demo





Inherent permissions



• Ability to elevate user permissions in a given code context

• Either granted during a specific method execution or granted on 
object level

• Puts power in the hands of the developer

Inherent Permissions



Inherent Permissions

• Should no longer be explicitly added to the permission set
• More clean and comprehensible permission sets
• Improve the stability of the critical code paths

• Can only be used for your own objects



Improving our demo app with Inherent Permissions

Demo





Putting inherent permissions in metadata to first use in base 
product.

Inherent permissions in action

Reduces the number of permissions the system administrator 
must relate to. Some objects are simply not worth controlling 
permissions for…

We converted some permissions and permission sets in the LOGIN 
set to inherent permissions. These permissions are now no longer 
configurable.



Where did the permissions go?

Demo





Exclude from permissions



What if the hierarchies defined by Microsoft

or ISVs are not fine grained enough? 

And include too many permissions?

“Copy permission set”?

And end-up synchronizing forever the copied permissions?

But what if it’s not right for you?

D365 BUS FULL 
ACCESS

D365 BASIC D365 HR, EDIT

D365 MFG, EDIT

D365 BUS 
PREMIUM



Mental model

Calculate the expanded list of included permissions

Calculate the expanded list of excluded permissions

‘Subtract’ the excluded permissions from the included

Excluding permission sets

Same as excluding the contained permissions

How exclusion works



Manage our demo app through exclusion of permission sets

Demo





Improvement of composable permission sets, introduced in 
Business Central 2022 Wave 2.

Exclude from Wildcard Permissions

Allows you to exclude objects, such as pages, reports and the likes, 
from permission sets, which include * permissions for those object 
types (basically all objects except tables).

Gives you more control over which object you would like users to 
get access to.



Security Groups on 
Business Central environments



Improvement to the “Update Users from Microsoft 365” action on 
the Users page, which now respects the security group set on a 
Business Central environment.

Security Groups on environments

Allows users to be assigned to specific environments only and 
synced as Business Central users, before they log in.

We now only iterate over users, which belong to the security group 
defined on the Business Central environment.



Security Groups on Environments

Demo





Nested Security Groups



Support nested groups inside the security group set on a 
Business Central environment.

Nested Security Groups

Simplifies set up and maintenance of security groups used in 
Business Central.

We now always consider both direct and indirect security group 
memberships in Business Central.



Nested Security Groups

Demo





Security Groups in 
Business Central



New functionality – controlling Business Central permissions using 
security groups.

Security Groups in Business Central

Allows administrators to manage what Business Central 
permissions users have via the Azure portal (Saas) or Windows 
Groups (On Prem)

Add the new functionality that allows matching AAD security 
groups / Windows Groups to Business Central permissions.



Security Groups in Business Central

Demo





Exactly as it does in the cloud! Only difference:

How does this work on prem?

No Support for AAD Security Groups

Support for Windows Groups



Deprecation of User Groups



Deprecation of user groups functionality in favor of security 
groups and composable permission sets.

Deprecation of User Groups

Streamlines and simplifies permission management for 
administrators.

Mark all application objects related to user groups as obsoleted. 
Provide the user group migration capabilities.



Goodbye User Groups

Demo





Permission Telemetry
https://aka.ms/bctelemetry

https://aka.ms/bctelemetry


Troubleshoot permission issues

Which customers experience permission issues?

What errors do 

users see?

Which apps and 

objects do errors 

come from?

BCTech/samples/AppInsights at master · microsoft/BCTech · GitHub

https://github.com/microsoft/BCTech/tree/master/samples/AppInsights


Track changes to permissions

Which 

permission sets 

were changed?

And by 

which apps?

And when?

BCTech/samples/AppInsights at master · microsoft/BCTech · GitHub

https://github.com/microsoft/BCTech/tree/master/samples/AppInsights


Summary: That was it!

Exclude from
Permission Sets

Inherent permissions

Security Groups in 
Business Central

Deprecation of User 
Groups

Security Groups on Business 
Central environments

Nested Security 
Groups

Composable 
Permissions



General Business Central resources, learn more!

Have a question?
aka.ms/BCYammer

Join the 
conversation

twitter.com/
MSDyn365BC

Looking for 
resources?
aka.ms/BCAll

Submit 
your ideas

aka.ms/BCIdeas

Join our office 
hours

aka.ms/BCOfficeHours
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