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1. Introduction

Document helps you implement Security Certificates Authentication for Navision 2013.
It is required by UserName and NavUserPassword credential types.
To make it easy, all certificates are generated and you just import them for using:

- Valid time: from 2013-01-01 to 2040-01-01.

- Password: “navservice”.

- Thumbprint: “4c 69 ca bc 65 4d 07 d5 61 f1 43 61 21 55 44 00 bf 30 79 f5”.

All needed material can be downloaded at SkyDrive link
https://skydrive.live.com/?cid=1322D544FED91559&id=1322D544FED91559%21107

We make every effort to ensure that there are no errors. However, no one is perfect, and mistakes
do occur. If you find an error or have any idea, we would be very grateful for your feedback.

Reference:

- Walkthrough: Implementing Security Certificates in a Test Environment
http://msdn.microsoft.com/en-us/library/gg502478(v=nav.70).aspx

- How to: Configure User Authentication for the Microsoft Dynamics NAV Web Client
http://msdn.microsoft.com/en-us/library/jj551778(v=nav.70).aspx
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2. Prerequisites

The Certificates snap-in for Microsoft Management Console (MMC).
“NavServiceTRCA.cer” file: Root Certification Authority for both Server and Client.
“NavServiceTRCA.crl” file: Certificate Revocation for both Server and Client.

- “NavServiceCert.pfx” file: Personal Information Exchange Certificate for Server.
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3. Quick Guide

3.1 Configure Server running NAV Server Service

1. Open Certificates snap-in for MMC with Computer account.

N

Import “NavServiceTRCA.cer” certificate file to Trusted Root Certification Authorities group.

3. Import “NavServiceTRCA.crl” certificate revocation file to the same group.

4. Import “NavServiceCert.pfx” personal information exchange file to Personal group

(Password is “navservice”)

5. Grant access “NavServiceCert” certificate to service account that starts NAV Server service.

6. Open Microsoft Dynamics NAV Administration Tool to edit desired instance.

7. Change ClientServicesCredentialType (General tab) to UserName or NavUserPassword.

8. Add thumbprint to CertificateThumbprint (Client Services tab)
(Thumbprint is “4c 69 ca bc 65 4d 07 d5 61 f1 43 61 21 55 44 00 bf 30 79 f5”)

9. Save and restart the Microsoft Dynamics NAV Server instance.

10. Check Windows Firewall.

If there is a problem, please refer to Troubleshoot or see Windows Event Viewer.
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3.2 Configure Server running NAV Web Server Component

1. Open Certificates snap-in for MMC with Computer account.

2. Import “NavServiceTRCA.cer” certificate file to Trusted Root Certification Authorities group.

3. Import “NavServiceTRCA.crl” certificate revocation file to the same group.

4. Edit “C:\Program Files\Microsoft Dynamics NAV\70\Web Client\web.config” file.

5. Switch <authentication mode="Windows" /> to <authentication mode="Forms">

6. Uncomment ClientServicesCredentialType key with UserName or NavUserPassword value.

7. Add “NavServiceCert” value to Dnsldentity key.

8. Save “C:\Program Files\Microsoft Dynamics NAV\70\Web Client\web.config” file.

9. Check Windows Firewall.
10. Test with browsers on local and other computers.

If there is a problem, please refer to Troubleshoot or see Windows Event Viewer.
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3.3 Configure NAV Client

1. Open Certificates snap-in for MMC with Computer account.

2. Import “NavServiceTRCA.cer” certificate file to Trusted Root Certification Authorities group.

3. Import “NavServiceTRCA.crl” certificate revocation file to the same group.

4. Edit “%wAppData%\Microsoft\Microsoft Dynamics NAV\70\ClientUserSettings.config” file.

5. Change value of ClientServicesCredentialType key to UserName or NavUserPassword.

6. Add “NavServiceCert” value to Dnsldentity key.

7. Save “%AppData%\Microsoft\Microsoft Dynamics NAV\70\ClientUserSettings.config” file.

8. Test with Microsoft Dynamics NAV Windows client (Role Tailored client).

If there is a problem, please refer to Troubleshoot or see Windows Event Viewer.
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4. Howto

4.1 Open Certificates snap-in for MMC with Computer account

1. Press {Windows + R} and enter “mmc” to open Microsoft Management Console

= Run

Type the name of a program, folder, doecurmnent, or Internet
resource, and Windows will open it for you.

=]

Dpen: r‘r‘lr‘ﬂcl -

'@' This task will be created with administrative privileges.

| ok || cancl || Browse.

2. Press {Ctrl + M} or click File > Add/Remove Snap-in... to add or remove snap-ins

-

ﬁ Consolel - [Console Root] E
w Action  View Favorites  Window Help EIE"E‘
@ Mew Ctrl+M
= Open... Ctrl+0 Actions
Save Ctrl+5 . Console R -
Save As.., [, ]
Meore Actions B
Add/Remove Snap-in... Ctrl+M
Options...
Exit
Enables you to add snap-ins to or remove them from tl
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3. Select Certificates and click Add

Add or Remove Snap-ins @

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:
Snap-n Vendor - | Console Root Edit Extensions. ..
= ActiveX Control Microsoft Cor...

Remove

Auﬂ'u:urizaﬁon Manager Microsoft Cor..,
Iﬁ] Microsoft Cor. ..
. Component Services  Microsoft Cor... Move Up
;é' Computer Managem... Microsoft Cor... - )
s Device Manager Microsoft Car. ., - SES
=% Disk Management Microsoft and...
@ Event Viewer Microsaft Cor..,
| Folder Microsoft Cor...
_: Group Policy Object ... Microsoft Cor...
S nternet Informatio...  Microsoft Cor. ..
g IP Security Monitar Microsoft Cor...
.g IP Security Policy M., Microsoft Cor...  _ TR

m

Description:

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

0K l [ Cancel

4. Select Computer account and click Next = Finish 2 OK

Certificates snap-in @

This snap-n will always manage cerificates for:
() My user account
() Service account

@ Computer accourt

Page 9 of 31



4BzSoftware Services 4BzSoftware@gmail.com

Select Computer @

Select the computer you want this snap4n to manage.
This snap-n will always manage:

@ Local computer: fhe computer this console is running on)
() Another computer: Browse...

[] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

<Back || Fnsh | | Cancel |

Add or Remowve Snap-ins @

¥ou can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:
Snap-n Vendor - | Console Root |  EditExtensions... |
=1 ActiveX Contral Microsoft Cor... lﬁ] [ Remove ]
Auﬂ'mrizaﬁon Manager Microsoft Cor... =
G Certificates Microsoft Cor... |5
. Component Services  Microsoft Cor... Move Up
i'é' Computer Managem... Microsoft Cor... T
s Device Manager Microsoft Cor... i
=5 Disk Management Microsoft and...
@ Event Viewer Microsaft Cor..,
| Folder Microsoft Cor...
_—j Group Policy Object ... Microsoft Cor...
_‘;"Inbernet Informatio... Microsoft Cor...
@ IP Security Monitor Microsaft Cor..,
g IP Security Policy M...  Microsoft Cor...  _ Advancedsss

Description:
The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

OK ] [ Cancel
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i

‘& Consolel - [Console Root]

[o[O |

[ Trusted Root Certification Authorities
[ | Enterprise Trust

[ Intermediate Certification &Authorities
[ 7] Trusted Publishers

[ Untrusted Certificates

[ ] Trusted People

[| Certificate Enrollment Requests
[ Srnart Card Trusted Roots

[ Trusted Devices

[
[>
I
[
I
i [ | Third-Party Root Certification Authorities
I
[
>
[

@ File Action View Favorites Window Help [ =] x]
=@ =1
| | Console Root| Mame Actions
4 @ (iiartificates (Local Computer) Iﬁl Certificates (Local Computer) Console Root N
o Persona Maore Actions B

-
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4.2 Import “NavServiceTRCA.cer” certificate file to TRCA group

1. Right-click Trusted Root

Certification Authorities = All Tasks 2 Import...

Consolel - [Console Root\Certificates (Lo

cal Computer)\Trusted Root Certification Authorities]

BN =X

~| Personal

>
>
> || Enterprise Trust

» || Intermediate Certification Authori
» || Trusted Publishers

» [ | Untrusted Certificates

>

> [ | Trusted People

> || Certificate Enrollment Requests
> || Smart Card Trusted Roots
> || Trusted Devices

| Trusted Root Certification Authoritie

~| Third-Party Root Certification Authg

Mare Actions

£

Find Certificates...

tig
All Tasks 3 Find Certificates...

View 4 Import...

Mew Window from Here
New Taskpad View...

Refresh
Export List...

Add a certificate to a store

File Action View Faverites Window Help - |&] =
e=|x2Eolc=

~| Console Root Object Type Actions

4 Gl Certificates (Local Computer) | Certificates Trusted Root Certification Authorities &

Help

2. Click Next

Certificate Import Wizard

=

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext,

ack Mext = ][ Cancel

-
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3. Browse “NavServiceTRCA.cer” file and click Open

Open 3]

@uv| .« Data.. » CS011-Implement Security ... - |¥?|
Organize - Mew folder == « [ -@.
3 Documents i Mame Date modified Type

J'u Music

=] Pictures
gl] Subversion

E Videos

o) NavService TRCA.cer 11/5/201311:13 AM  Security €

1M Computer

ﬁ. Systemn (C:)

m

ca Data (Dx)
?j Metwork
|| | n 3
File name: NavServiceTRCA.cer -~ | X509 Certificate (".cer™.crt)  +|
[ Open l [ Cancel ]
4. Click Next
Certificate Import Wizard @
File to Import

Spedfy the file you want to impaort,

File name:

D:YC5011-Implement Security Certificates\MavService TRCA. cer

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #£12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store (L55T)

Learn mare about certificate file formats

< Back ]| Mext = |[ Cancel
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5. Click Next = Finish = OK

Certificate Import Wizard

The import was successful.

{54 Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates] == ==]
& File Action View Favorites Window Help [ [=][x]
o= | 2E &L XE = H
7] Console Root Issued To : Issued By * || Actions
“ Eﬁ] s?ﬁéflcatesl(Local Computer) o] https/ Awwewvalicert.com/ http:/fwww.valicert.cor Certificates £
p [Z] Persona . . . .
4 [ Trusted Root Certification Authorities @ Microsoft Authenticode(tm) Ro... Microsoft Authenticod Mare Actions b
= Certificat al Microsoft Root Authority Microsoft Root Authori
ertificates .
| E‘llterprise Trust I Microsoft Root Certificate Auth...  Microsoft Root Certifici NavServiceTRCA &
i [ | Intermediate Certification Authorities —Alzie el Drofmealii s More Actions b
& [ Trusted Publishers SN0 LIABILITY ACCEPTED, (c)97 ... MO LIABILITY ACCEPTE
&[5 Untrusted Certificates [SecureTrust CA SecureTrust CA E
&[] Third-Party Root Certification Authorities [SRITC TrustCenter Class 2 CAT TC TrustCenter Class 2
&[] Trusted People 5 Thawte Premium Server CA Thawte Premium Serve
¢ [ | Certificate Enrollment Requests @Thawte Premium Server CA Thawte Premium Serve
[ Smart Card Trusted Roots ﬁ]thawte Primary Root CA thawte Primary Root C/
[ J Trusted Devices [Z] Thawte Server CA Thawte Server (T4 S
] Il b

Trusted Root Certification Authorities store contains 35 certificates.
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4.3 Import “NavServiceTRCA.crl” certificate revocation file to TRCA

1. Right-click Trusted Root

Certification Authorities = All Tasks 2 Import...

Consolel - [Console Root\Certificates (Lo

cal Computer)\Trusted Root Certification Authorities]

BN =X

~| Personal

>
>
> || Enterprise Trust

» || Intermediate Certification Authori
» || Trusted Publishers

» [ | Untrusted Certificates

>

> [ | Trusted People

> || Certificate Enrollment Requests
> || Smart Card Trusted Roots
> || Trusted Devices

| Trusted Root Certification Authoritie

~| Third-Party Root Certification Authg

Mare Actions

£

Find Certificates...

tig
All Tasks 3 Find Certificates...

View 4 Import...

Mew Window from Here
New Taskpad View...

Refresh
Export List...

Add a certificate to a store

File Action View Faverites Window Help - |&] =
e=|x2Eolc=

~| Console Root Object Type Actions

4 Gl Certificates (Local Computer) | Certificates Trusted Root Certification Authorities &

Help

2. Click Next

Certificate Import Wizard

=

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext,

ack Mext = ][ Cancel

-
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3. Browse “NavServiceTRCA.crl” file and click Open

Open [l
Gu | . = Data .. » C3011-Implement Security ... - |4¢ | | Search CS011-Implement Secu... B |
Organize « New folder =« [ l@l
-

o MName Date modified Type
- Libraries . . -
- | MavServiceTRCA.crl 11/5/201311:14 AM  Certificat
j Documents
J‘. Music |
= Pictures
=i Subversion
B Videos L
18 Computer
E_'J, System (C:)
s Data (D)
* i il | 3
File name: NavServiceTRCA.crl - [Ce:tiﬁc,a.te Revocation List (*.crl ']
X508 Certificate (*.cern™.crt)
Personal Information Exchange (*.pfic™.pl2)
Certificate Trust List (*.stl)

ertificate Revocation List (*.crl)

Microsoft Serialized Certificate Store (*.sst)
PKICS #7 Certificates (*.spc;*.p7b)
All Files (%)

4. Click Next

Certificate Import Wizard @

File to Import
Spedfy the file you want to impaort,

File name:

D:VC5011-Implement Security Certificates\NavService TRCA. crl

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS £12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store (L55T)

Learn mare about certificate file formats

< Back ][ Mext = ][ Cancel
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5. Click Next = Finish = OK

@ The import was successful.

Ok

| & = X = HE
] Console Root Issued By =
4 I:ﬁ Certificates (Local Computer) NavServiceTRCA
i+ [ Personal .
a4 || Trusted Root Certification Authorities More Actions L

[ Certificate Revocation List -
Ij Certificates “
i+ [ ] Enterprise Trust More Actions s
i+ 7] Intermediate Certification Authorities
i+ [] Trusted Publishers
I |j Untrusted Certificates
> B Third-Party Root Certification Authorities
i+ [ Trusted People
i+ [7] Certificate Enrollment Requests
i+ [ Smart Card Trusted Roots
I |j Trusted Devices

Page 17 of 31



4BzSoftware Services

4BzSoftware@gmail.com

4.4 Import “NavServiceCert.pfx” file to Personal group

1. Right-click Personal = All Tasks = Import...

-
Consolel - [Console Root\Certificates (Local Computer)\Personal]

File Action View Favortes Window Help =
e’ B oz HE
| Console Root » || Object Type Actions
F] _a_bj Cvjertlflcates (Local Computer) . o Personal N
s |[ ] Personal There are no items to show in this view.
» [ Trusted Find Certificates... More Actions ¥
» || Enterpris
. [ Intermeg All Tasks » Find Certificates...
== Trusted View J Request MNew Certificate...
= | Untruste l
s [l Third-Pa Mew Window from Here Import..,
g —' Trusted New Taskpad View... Advanced Operations 3
» | Other Pe
> [ | Homegr Refresh
> [ Remote Export List..
» [ Certifica
> ] Smart Ca Help
Add a certificate to a store

2. Click Next

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To cantinue, dick Mext.

-

=

ack [ Mext = J [ Cancel
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3. Browse “NavServiceCert.pfx” file and click Open

r ™Y
ﬁ Cpen ﬁ
@uv| o« DATA.. » CS011-Implement Security Certificates

- | +y | | Search CS011-Implement Secu... O |

Organize « Mew falder

= 0 @
|| SkyDrive - .

Mame Date modified Type
“ Librari E NavServiceCert.pfx
= Libraries

@ Documents
J’ Music
[&= Pictures

B Videos

11/8/2013 6:17 AM Personal Informati...

*d Homegroup

Ll Computer
£ SYSTEM (C)
s DATA (D3)

. - 4

n

| 3
File name: MNavServiceCert.pfx

- [Personall Information Exchange v]

X508 Certificate (*.cer™.crt)

Personal Information Exchange [*.pfx;”

Certificate Trust List (*.stl)

ST Certificate Revocation List *.crl)
Microsoft Serialized Certificate Store (*.sst)

PKCS #7 Certificates (*.spc;*.pTh)
All Files (*.%)

4. Click Next

P

Certificate Import Wizard

) =2

File to Import

Spedfy the file you want to impaort,

File name:

D:\C5011-Implement Security Certificates\NavServiceCert. pfx

Browse...

Mote: More than one certificate can be stored in a single file in the following formats
Personal Information Exchange- PKCS £12 ((PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7E)
Microsoft Serialized Certificate Store (L55T)

Learn mare about certificate file formats

< Back ]k Mext = i[ Cancel
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5. Type password “navservice” and click Next

r A
Certificate Import Wizard u

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Enable strong private key protection. You wil be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable, This will allow you to badk up or transport your
keys at a later time.

Indude all extended properties.

Learn mare about protecting private keys

F <Back || Next> | [ cancel
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6. Click Next = Finish = OK

Certificate Import Wizard E

@ The import was successful.

r B
f5 Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates] =R
& File Action View Favorites Window Help [=][=]x]

[] Censole Root Issued Te Issued By Expiraticn Date Actions
4 Ei_ll Certificates (Local Computer)

N 1= MavServiceCert MNavServiceTRCA Certificates -
4 || Personal

| Certificates
> || Trusted Root Certification Authorities
i ] Enterprise Trust
b [ Intermediate Certification Authorities More Actions b
i [ Trusted Publishers
[ ] Untrusted Certificates
[ || Third-Party Root Certification Authorities
[ || Trusted People
[ || Other People
[ || Homegroup Machine Certificates
i ] Remote Desktop
i+ [ Certificate Enrollment Requests
> || Smart Card Trusted Roots
> ] Trusted Devices
b [ Windows Live ID Token Issuer

B NavService TRCA MavService TRCA

Maore Actions

Selected Items -

Personal store contains 2 certificates.
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4.5 Grant access “NavServiceCert” certificate to service account

1. Check the service account that starts NAV Server service

" = ™
Microsoft Dynamics NAV Server [DynamicsNAVT0] Properties (Lo.. [
e ————

| |

General | Log On | Recovery | Dapmdmc:i&a|
Log on as:
(") Local System accourt
Allow service to interact with desktop
i@ This accourt: Metwars Service Browse._.
|| Pazsword: IITITITTITITITITT]
| |
Confirm password: I TITITITITITITY]
Help me configure user account lag on options.
| ok || Ccancel Apply
L5 A
2. Right-click NavServiceCert = All Tasks = Manage Private Keys...

r ~ ™y
ﬁ Consolel - [Conscle Reot\Certificates (Local Computer]\Personal\Certificates] E@g
i File Action View Favorites Window Help HEBR
[ Console Root Issued To Izsued By Expiration Date  Intended|| Actions

a ﬁﬁl Ejert;ﬁcates I(Local Computer) 8 NavServiceCert _— . Certificates -
a ersona ;

 Certificates Sl MavServiceTRC Open /2040 <Al More Actions ,
> || Trusted Root Certification Authorities All Tasks 3 Open - I
[ [] Enterprise Trust -~ )
[ ] Intermediate Certification Authorities Cut Request Certificate with New Key.. 4
[ || Trusted Publishers Copy Renew Certificate with Mew Key...
> [ ] Untrusted Certificates Delete -
b [7] Third-Party Root Certification Authorities iana=livatelkons
i+ 7] Trusted People Properties Advanced Operations 3
[ [ Other People
[ [] Homegroup Machine Certificates Help Bxport...
> || Remote Desktop
> ] Certificate Enrollment Requests
[ ] Smart Card Trusted Roots
1 [] Trusted Devices
& | Windows Live ID Token Issuer < | 1 3
View or change the access security settings for the certificate's private keys.
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3. Click Add = type service account in step 1, i.e. Network Service = click Check Names - OK

-
Select Users or Groups

Select this object type:
IUzers, Groups, or Builtin security principals Object Types...

FErom this lacation:
BATHAMH-PC Locations...

Enter the object names to select (eamples):
METWORK SERVICE Check Mames

iR

o] o

4. Grant Full control permission for the service account = click OK

i '
| . Permissions for NavierviceCert private keys u

Securty

GI'CIIJFI ar user names:

E"-J Evenyone

S A NETWORK SERVICE

Eﬁﬁdministlaturs (BATHAMH-PC Administrators)

Add... H Remove ]
Permissions for NETWORK
SERVICE Allow Dery
Full control [l
Read [l

Special permissions

For special pemissions or advanced settings.
click Advanced. van

Leam about access control and pemmissions

[ ok || cancel || ey

= — F— — &
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4.6 Configure NAV Server Service by NAV Administration Tool

1. Open Microsoft Dynamics NAV Administration Tool, you can use Windows search

Programs (8)

L'_;] Microsoft Dynamics MAY 2013 Development Environment
4l Microsoft Dynamics MAV 2013
| Tﬁ Microsoft Dynamics MAY Administration

Documents (34)

%, NAVCaptionClass.suo
5] NAVCaptionClass.vshost.exe
|| MAVCaptionClass.csproj. FileListAbsolute bt

—
' 5ee more results

|nav{ E | | Shut down | * |

2. Edit desired instance, i.e. DynamicsNAV70
3. Change ClientServicesCredentialType (General tab) to UserName or NavUserPassword

4. Add thumbprint to CertificateThumbprint (Client Services tab)
(Thumbprint is “4c 69 ca bc 65 4d 07 d5 61 f1 43 61 21 55 44 00 bf 30 79 f5”)

5. Click Save and restart the Microsoft Dynamics NAV Server instance

i Microsoft Dynamics Mav Server - [Consele Root\Microsoft Dynamics NAV (Lecal)\DynamicsNAVIO] = ===
B File Action View Window Help (- =]]
e=|2E B
| Console Raot "
A it D s DynamicsNAV70 - (Stopped) W
M Dyparmies \ General * 5 | & configuration
| Credential Type: ‘NavUserPassword = Max Cencurrent Calls: 40 Legin Account
Database Instance: Metadata Provider Cache Size: 150 View 4
Database Name: CRONUS_70 Network Pratocol: Default - New Window from Here
Database Server: KEVINLT Services Default Time Zone: utc 5 | Her
Data Cache Size: 9 Use NTLM Authentication: B
Debugging Allowed: Session Event Table Purge Frequency: 0 6:00
Enable Debugging: =] Session Event Table Retain Period: 3
Send Feedback: [} SQL Command Timeout: 00:30:00
Enable Encryption on SQL Server Spnnectio.. 7] Enable trust of SQL Server certificate:
Client Services ~
Certificate Thumbprint: [4c69 cabe654dD... || Max Number of Orphaned Connectio... 20
Enable Certificate Validation: o Uplosd Size: 30
Chunk Size: 3 Operation Tim
Compression Threshold: 54 Port: a
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4.7 Configure NAV Web Server - “web.config” file
1. Edit “C:\Program Files\Microsoft Dynamics NAV\70\Web Client\web.config” file

2. Switch <authentication mode="Windows" /> to <authentication mode="Forms"> as below
(Apply for RTM version only)

E web.config - Notepad EI

File Edit Format View Help

<?xml version="1.0"7>
<configuration>
<configSections:
<section name="businessClient” type="Microsoft.Dynamics.Framework.UI.BusinessClientConfigs:
<section name="DynamicsNAVSettings" type="System.Configuration.AppSettingsSection, System.(
</configSections>
<system.web>
<globalization culture="auto" uiCulture="auto"/>
<compilation defaultLanguage="c#" targetFramework="4.0"/>
<httpRuntime requestvalidationMode="2.0"/>
<sessionState mode="InProc" />

m_|»

<l -- Uncomment to use form based authentication mode <authentication mode="Windows"/> —-=|
<authentication mode="Forms
<forms loginUrl="~/SignIn.aspx” timeout="2880"/>

</authentication:|

<identity impersonate="true" />
<authorization>
<deny users="7"/>
</authorization>
<pages enableViewState="true" validateRequest="false" clientIDMode="AutoID"/>

4 I ]

3. Uncomment ClientServicesCredentialType key with UserName or NavUserPassword value

" web.config - Notepad E=REcE
File Edit Format View Help

<add key="TimeZone" value="UTC"/>
<add key="Language" value="en-uUs"/>

<l-- The locale for formatting dates, times, numbers and currency. This is required. --»
<add key="RegionFormat" value="en-uUs"/>
<l--

The security services used to protect the client/server data stream.
valid options: EncryptAndSign, Sign, None

<add key="ClientServicesProtectionLevel"” wvalue="EncryptAndSign"/>

<l-- Name of the machine hosting the Microsoft Dynamics Nav Server to be connected to. --»
<add key="Server" value="Tlocalhost"/>
<!-- Name of the Microsoft Dynamics NAV Server instance to connect to (for client) or listen on (for server). --»

<add key="ServerInstance" value="DynamicsNAV/0" />

e" value="UserName" />

Uncomment to use form based authentication mode <add key=

TientServicesCredentialT
key="ClientServicesCredentialType" value="NavUserPassword" />

]

<l-- The listening TCP port for the Microsoft Dynamics NAV Server. This is part of the server's URL. valid range: 1-t
<add key="ClientServicesPort" value="7046"/>
<l-- sSpecifies whether the service requires an SPN.

If true, the connection will only be made to a service with an SPN <ServerInstance:=/<Server=:<ClientServicesPort:
If false, the connection will be attempted to a service with or without an SPN.--»

‘ ] ]
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4. Add “NavServiceCert” value to Dnsldentity key

| web.config - Notepad =0 |ECR ===
File Edit Format View Help
EI -

specifies whether the Report viewer options for saving a report as an Excel, Word, or PDF
Enabling this parameter might require changing security settings on the server.
For more information, see the documentation for configuring the Report Viewer.
-
<add key="ShowReportViewerExportOptions" value="false"/>
<l--
specifies whether to show the search action for finding a page or report.
The action appears in the ribbon and navigation pane of the web client.

-
<add key="ShowPageSearch"” value="true"/>

<l-- Specifies the connection to the server. --»

<add key="UnknownspnHint"” wvalue="(net.tcp://localhost:7046,/DynamicsNAV70/service)=Nospn™ />

<l-- setting for the ACS authentication --»

<l--
ACS Uri is a top Tlevel partition of Windows Azure Access Control Service that are used to
Ex. https://CRONUSInternationalltd. accesscontrol.windows. net/v2/wsfederation?wa=wsigninl.|
-

<add key="ACSUri" wvalue=""/> I

</DynamicsNAVSettings> E
</configuration:

4| m b

5. Save “C:\Program Files\Microsoft Dynamics NAV\70\Web Client\web.config” file
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4.8 Configure NAV Client - “ClientUserSettings.config” file

1. Edit “%AppData%\Microsoft\Microsoft Dynamics NAV\70\ClientUserSettings.config” file

2. Change value of ClientServicesCredentialType key to UserName or NavUserPassword

3. Add “NavServiceCert” value to Dnsldentity key

ﬂ ClientUserSettings.config - Notepad
File Edit Format View Help

[E=5ECl )

<?xm] version="1.0" encoding="utf-8"7=
<configuration=
<appsettings=>

<add key="server" value="KEVINLT" /=
<add key="ClientServicesPort” value="7046" />
<add key="ServerInstance" value="DynamicsNAvV70" />
<add key="ClientServicesProtectionLevel"” value="EncryptAndsign" />
<add key="UrlHistory" value="localhost:7046/DynamicsNAV/0" /=
<add key="ClientServicesCompressionThreshold" value="64" /=
<add key="ClientservicesChunksize" value="28" />
<add key="MaxNoOfXMLRecordsToSend" value="53000" /=
<add key="MaxImageSize" value="26214400" />

="ClientServicesCredentialType” value="NavUserPassword" /=
<add key="ACSUr1" value="" /=
<add key="AlTowNtIm" wvalue="true"” /=
<add key="ServicePrincipalNameRequired” value="False" />
<add key="ClientServicesCertificatevalidationEnabled” value="true" />

value="NavServiceCert" />

</appsettings>
</configuration>

<add key="UnknownSpnHint"” wvalue="(net.tcp://localhost:7046/DynamicsNAV/0/Service)=NoSpn;" /=

4. Save “%AppData%\Microsoft\Microsoft Dynamics NAV\70\ClientUserSettings.config” file
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5. Troubleshoot

5.1 The client could not establish a connection to the Microsoft
Dynamics NAV Server. FaultCode = 'InvalidSecurity’' Reason = 'An
error occurred when verifying security for the message.'

Symptom:

Client could not establish a connection to NAV Server, users receive below message:

Microsoft Dynamics MAY

The client could not establish a connection to the Microsoft Dynamics
MAVY Server.

FaultCode = TnvalidSecurity’

Reason = "An error cccurred when verifying security for the message.”

OK

Reason:
It is due to different time or time zone between client and server.
Solution:

Check client and server time.

Page 28 of 31



4BzSoftware Services 4BzSoftware@gmail.com

5.2 The service MicrosoftDynamicsNavServer$DynamicsNAV70
failed to start... It is likely that certificate 'CN=NavServiceCert'
may not have a private key that is capable of key exchange or the
process may not have access rights for the private key

Symptom:
Cannot start Microsoft Dynamics NAV Server Service, Windows Event Viewer shows:

Server instance: DynamicsNAV70

Session type: UnknownClient

Session ID: 0

The service MicrosoftDynamicsNavServer$DynamicsNAV70 failed to start. This could be caused by a configuration
error. Detailed error information:System.ArgumentException: It is likely that certificate 'CN=NavServiceCert' may
not have a private key that is capable of key exchange or the process may not have access rights for the private

key. Please see inner exception for detail.

at System.ServiceModel.Security.SecurityUtils.EnsureCertificateCanDoKeyExchange(X509Certificate2 certificate)

at System.ServiceModel.Security.ServiceCredentialsSecurityTokenManager.CreateLocalSecurityTokenProvider(RecipientServiceModelSecurityTokenRequirement
recipientRequirement)

at System.ServiceModel.Security.ServiceCredentialsSecurityTokenManager.CreateSecurityTokenProvider(SecurityTokenRequirement requirement)

at System.ServiceModel.Channels.SsIStreamSecurityUpgradeProvider.CreateServerProvider(SsIStreamSecurityBindingElement bindingElement, BindingContext context)

at System.ServiceModel.Channels.SsIStreamSecurityBindingElement.BuildServerStreamUpgradeProvider(BindingContext context)

at System.ServiceModel.Channels.ConnectionOrientedTransportChannelListener..ctor(ConnectionOrientedTransportBindingElement bindingElement, BindingContext
context)

at System.ServiceModel.Channels.TcpChannelListener..ctor(TcpTransportBindingElement bindingElement, BindingContext context)

at System.ServiceModel.Channels.TcpTransportBindingElement.BuildChannelListener[TChannel](BindingContext context)

at System.ServiceModel.Channels.SessionChannelDemuxer'2..ctor(BindingContext context, TimeSpan peekTimeout, Int32 maxPendingSessions)

at System.ServiceModel.Channels.ChannelDemuxer.CreateTypedDemuxer(Type channelType, BindingContext context)

at System.ServiceModel.Channels.ChannelDemuxer.GetTypedDemuxer(Type channelType, BindingContext context)

at System.ServiceModel.Channels.ChannelDemuxer.BuildChannelListener[TChannel](BindingContext context, ChannelDemuxerFilter filter)

at System.ServiceModel.Channels.ChannelBuilder.BuildChannelListener[TChannel]()

at System.ServiceModel.Channels.ChannelBuilder.BuildChannelListener[TChannel](MessageFilter filter, Int32 priority)

at System.ServiceModel.Security.SecuritySessionServerSettings.CreatelnnerChannelListener()

at System.ServiceModel.Channels.SecurityChannelListener'1.InitializeListener(ChannelBuilder channelBuilder)

at System.ServiceModel.Channels.TransportSecurityBindingElement.BuildChannelListenerCore[TChannel](BindingContext context)

at System.ServiceModel.Channels.SecurityBindingElement.BuildChannelListener[TChannel] (BindingContext context)

at System.ServiceModel.Channels.ReliableChannelListener 3..ctor(ReliableSessionBindingElement binding, BindingContext context)

at System.ServiceModel.Channels.ReliableListenerOverDuplexSession2..ctor(ReliableSessionBindingElement binding, BindingContext context)

at System.ServiceModel.Channels.ReliableSessionBindingElement.BuildChannelListener[TChannel](BindingContext context)

at Microsoft.Dynamics.Nav.Types.Channels.ChunkingBindingElement.BuildChannelListener[TChannel](BindingContext context)

at System.ServiceModel.Channels.Binding.BuildChannelListener[TChannel](Uri listenUriBaseAddress, String listenUriRelativeAddress, ListenUriMode listenUriMode,
BindingParameterCollection parameters)

at System.ServiceModel.Description.DispatcherBuilder.MaybeCreateListener(Boolean actuallyCreate, Type[] supportedChannels, Binding binding,
BindingParameterCollection parameters, Uri listenUriBaseAddress, String listenUriRelativeAddress, ListenUriMode listenUriMode, ServiceThrottle throttle,
IChannelListener& result, Boolean supportContextSession)

at System.ServiceModel.Description.DispatcherBuilder.BuildChannelListener(StuffPerListenUrilnfo stuff, ServiceHostBase serviceHost, Uri listenUri, ListenUriMode
listenUriMode, Boolean supportContextSession, IChannelListener& result)

at System.ServiceModel.Description.DispatcherBuilder.InitializeServiceHost(ServiceDescription description, ServiceHostBase serviceHost)

at System.ServiceModel.ServiceHostBase.InitializeRuntime()

at System.ServiceModel.ServiceHostBase.OnOpen(TimeSpan timeout)

at System.ServiceModel.Channels.CommunicationObject.Open(TimeSpan timeout)

at Microsoft.Dynamics.Nav.WindowsServices.NavServerWindowsService.StartWcfServices()

at Microsoft.Dynamics.Nav.WindowsServices.NavServerWindowsService.OnStart(String([] args).

Reason:

It is due to configuration error (such as missing certificates, access rights for the private key) or
certificates cache error.

Solution:
For configuration error, check and reconfigure NAV Server as section 3.1.

For certificates cache error, open command prompt (C:\Windows\System32\cmd.exe) and type
“certutil —urlcache * delete” to clear cache and load new certificates.
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6. Version Control

Version Description
(YYMMDD)
130601 Released.
131101 Review with Navision 2013 R2.
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This is last page.

Thank you!
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