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1. Introduction

There has been, and will continue to be, significant innovation in the software industry. If innovators
wish to exercise any amount of control over their creations, they must utilize the tools of protection.
By protecting their innovations, creators will have the right to choose how their ideas are distributed
to the general public. Without such protection, innovators will be giving up their right to decide
whether their code is dedicated to the public, made “open source”, licensed, or kept secret.

So, how to safeguard your NAV Add-on? It is your invaluable and intellectual property. Our Code
Protection enables to protect and license your NAV Add-on simply and quickly. Although we can

protect code of any NAV Object Types, we provide service on Codeunit and for NAV from version
2013 only.

Related videos https://www.youtube.com/playlist?list=PLfgzNr8 2Gkg5xv4U9MG3XsNQRUcq12Kj

This document describes How to Protect your NAV Code and How to License your Add-on.
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2. How to Protect your NAV Code

To protect your NAV Code:

1. Send "Original Codeunit" and "Target Codeunit" to us.

2. We generate and send back to you "Protect Codeunit" that:
e Work as "Original Codeunit".
e Display as "Target Codeunit".

2.1 Send “Original Codeunit” and “Target Codeunit” to us

Develop your Add-on:

-

Codeunit 50001 My Codeunit - C/AL Editor [=rErE=]
1 EDocumentation() "
7 [ Codeunit 50001 My Codeunit - C/AL Globals E=NEER =)
3 EOnRun() Variables | Text Constants | Functions
4 | gTxt_Message := 'Hello World!';
5 |MyFunction(gTxt_Message); Name DataType  Subtype Length
6 » Text
7 EFILOCAL MyFunction(pTxt_Message : Text)
8 |MESSAGE(pTxt_Message);
9
MyFunction - C/AL Locals
Parameters | Return Value | Variables | Text Constants
Var MName DataType Subtype
» Text
Help
< »
Help
w0

Compile the object, then export “Original Codeunit” in fob format:

- Favourites Name Type

e 2OXv=

S oEm

Wl = MNAV Code Protection
Home share View - 0
T . » NAV Code Protection v & Search NAV Code Protection 0

w

| C50007 - My Codeunit - Original.fob Microsoft Dynamics NAV Development Environment

1@ Homegroup

1M This PC
'?ﬂ Metwork
£
1 itemn
1 item (Disk free space: 28.8 GEB) 3.3 KB Lo Computer
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Edit Codeunit again, delete all code inside functions only, to make “Target Codeunit”:

-

Codeunit 50001 My Codeunit - C/AL Editor [= =] =]
1 FDocumentation() A
2 Codeunit 50001 My Codeunit - C/AL Globals [ ]
3 =0nRun() Variables | Text Constants | Functions
a
5 HLOCAL MyFunction(pTxt_M ¢ Text eme Dataype  Subtype Length
; yFunction(pTxt_Message ext) [ — o
MyFunction - C/AL Locals
Parameters | Return Value | Variables | Text Constants
Var Mame DataType Subtype
» Text
Help
< >
Help
100 % v
Compile the object, then export “Target Codeunit” in fob format:
WA= NAV Code Protection = B
Home Share View - 6
T . » NAV Code Protection v & Search MAV Code Protection 2
\ = ¥
D 2AXv=26

i Favourites Mame Type

50001 - My Codeunit - Original.fob Microsoft Dynamics MAY Development Environment

*d Homegroup | C50001 - My Codeunit - Target.fob Microsoft Dynamics NAV Development Environment
1% This PC
G'ﬂ MNetwork
<
2 iterms
2 items (Disk free space: 28.2 GB) 5.96 KB Lo Computer

Finally, send us both “Original Codeunit” and “Target Codeunit” fob files.
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2.2

Receive “Protect Codeunit” from us

We generate and send back to you "Protect Codeunit" that:

e  Work as "Original Codeunit".

e Display as "Target Codeunit".

Sales Order Processor - Microsoft Dynamics NAV =

- |1N 90 43402_CROMUS » Home »

2| | search (Ctri-F3) |

- ACTIONS REPORT 90_43402_CRONUS e
EESE'ES Quote a (™ EE'Sales Price Worksheet HTj [&] Inventory - Sales Back Orders Fa |
FB‘ Sales Invoice |_E°' :=]Sales Prices q [&] Customer - Order Summary &~
Sal Navigat Refresh
|E_b| Sales Order 103|$153| [i] Price List AvigetE =
New Document Genera Price History Repo Page
~
Role Center Sales Order| Microsoft Dynamics naviER
I Sales Orders
Dynamics CRM Sales Orll  pctivities o Hello World! - B
I Sales Quotes
Blanket Sales Orders ** Set Up Cues E
Sales Invoices ForR Al
or Release
I Sales Return Orders Y] A1
ﬁ Home A Ne...
2(
ey D 0 .1 20 Me.,
@l Posted Documenits
Sales Quotes - Sales Orders - !
ﬁ Departments Open Open
' M
W

Calrnr Nednaer Dalaarnd Mot Chimnad

W= NAV Code Protection - H
Home Share View v ﬂ
T L. » NAV Code Protection v & Search MAV Code Protection 2
.0 Favourites Mame Type

*& Homegroup
1% This PC

“' MNetwork

3 iterns

@ 50001 - My Codeunit - Original.fob

Microsoft Dynamics MAY Development Environment

[ 30001 - My Codeunit - Protect.fob

Microsoft Dynamics NAV Development Environment

[&) €50001 - My Codeunit - Targetfob

3 items (Disk free space: 28.2 GB)

Microsoft Dynamics MAY Development Environment

859 KB Lo Computer
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3. How to License your NAV Add-on

Below code basically licenses your Add-on by “License End Date” and “NAV Licensed Number”:

Global Variables DataType | Subtype | Length Description
gBol_LicenselsValid Boolean License Status of your Add-on
gDat_LicenseEndDate | Date License End Date of your Add-on
gTxt_LicenseNAV Text NAV Licensed Number
gTxt_LicenseAddon Text Your Add-on Licensed Numbers

Codeunit 50002 My Add-on - C/AL Editor oo ==

1 FDocumentation()

3 E0nRun()

4 | MyFunction;

5

6 FlLicenseIsValid_Bol() Boolean : Boolean

7 | //Already init values

§ |IF (gTxt_LicenseNAV <> '') THEN

9 EXIT(gBol_LicenseIsValid);
10
11 | //Init values
12 | gDat_LicenseEndDate := DMY2DATE(31, 12, 2016); //License End Date here
13 | gTxt_LicenseAddon := '+LicenseA +LicenseB'; //License Number here (comment this line for TRIAL License)
14 | //gTxt_LicenseAddon := '+TRIAL'; //Uncomment this line for TRIAL License
15
16 |gTxt_LicenseNAV := '+' + DELCHR(SERIALNUMBER, '<>');
17 |IF (TODAY <= gDat_LicenseEndDate) THEN
18 IF (STRPOS(gTxt_LicenseAddon, gTxt_LicenseNAV) > @) OR (STRPOS(gTxt_LicenseAddon, '+TRIAL') > @) THEN
19 gBol LicenselsValid := TRUE;
20 | EXIT(gBol_LicenselsValid);
21

22 FHLicenseInfo_Txt() Text : Text
23 |LicenselsValid Bol;
24 | 1Txt_NewLine[1] := 13;
25 |1Txt_NewLine[2] := 18;
26 | Text := STRSUBSTNO('- License End Date: ¥1 (Today: %2)%3', gDat_licenseEndDate, TODAY, 1Txt_Newline);
27 | Text += STRSUBSTNO('- License Numbers: %1 (Yours: %2)%3', gTxt LicenseAddon, gTxt LicenseNAV, 1Txt Newline);
28
100 % v

Adjust lines 12 to 14 to create new License.

When invoke your main functions (MyFunction), call check license function (LicenselsValid_Bol) as
lines 30 to 32. If your License is invalid, stop the system. Otherwise, carry out your main functions:

Codeunit 50002 My Add-on - C/AL Editar o= =]
1 -Documentation()
2
3 =0nRun()
4 |MyFunction;
5
& @licenseIsValid _Bol() Boolean : Boolean. ..
22 @licenseInfo_Txt() Text : Text...
29 EMyFunction()
38 | //Check License
31 |IF (NOT LicenselsValid_Bol) THEN
32 ERROR('Your Add-on License is invalid:\' + LicenseInfo_Txt);
33
34 | //Carry out function
35 |MESSAGE('Your Add-on License is wvalid:\' + LicenseInfo Txt);
36
100 % “

Finally, follow section 2 “How to Protect your NAV Code” to protect your NAV Add-on.
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4. Question and Answer

1. Isit possible that users accidentally re-compile Protected Codeunit?

Yes, it is possible.

2. Does it remove original functionality when users accidentally re-compile Protected Codeunit?

Yes, it does. It becomes Target Codeunit with empty code inside functions.

3. How to cover it when users accidentally re-compile Protected Codeunit?

Just re-import Protect Codeunit and use it. DO NOT re-compile Protect Codeunit.

4. s it possible to prevent re-compiling somehow?

Yes, it is possible. You can use standard Lock object function or prevent users from accessing

Development Environment. To Lock object:

- Open Development Environment.

- Open Object Designer (press Shift+F12).

- Select objects to be locked.
- Right-click mouse = Lock:

Force Unlock

Go To Definition...

Object Designer E@
5 Table Type ID Mame Modified Compiled Locked Locked By
= 4 2900 Data Upgrade Mat. v A
Fage 4 9990 Code Coverage Mat., v
e I T TR =T
=] Repor na v
“ Cut
22 Codeunit - t v
Co
s Y est Runner v
1 Query e Paste v
s Eg- Delete
- 4
[ MenuSuite Py Hide Colurmn
All 2a Show Column...
4 Mew...
# Design v
£ >
Run
Lock ‘{u'_\l Design Run Help
Unlock
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When other users compile or modify locked object, users receive the following message:

Microsoft Dynamics MAY Development Envirenment *

The chject has been locked by '"USERDT' and cannot be changed or
deleted.

Object: Codeunit 50002 My Add-on

0K

5. How to debug Protect Codeunit?

You need to import Original Codeunit for debugging.
Remember to re-import Protect Codeunit after debugging.
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5. Version Control

Version Description
(YYMMDD)
150101 Launch Service
1. Launch Service.
160315 Update - new section
1. New Version Control section.
160520 Update - new section
1. New Question and Answer section.
2. New Question and Answer 1 to 5.
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6. Pricing

Please contact us via email support@4bzsoftware.com
or visit http://4bzsoftware.com/product/nav-code-protection.html
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This is last page.

Thank you!



