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Why OAuth?

https://www.bleepingcomputer.com/news/security/microsoft-teams-stores-auth-tokens-as-cleartext-in-windows-linux-macs/
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OAuth 2.0

Industry-standard protocol for authorization

• Web applications

• Desktop applications

• Mobile phones

• Living room devices

Provides specific authorization flows for

• https://tools.ietf.org/html/rfc6749

Managed by Internet Engineering Task Force (IETF)

https://tools.ietf.org/html/rfc6749


4 roles

Resource server
Business Central

Client applicationResource owner
Business Central user

Authorization server
Azure Active Directory



• Azure Portal > Azure Active Directory > App registrations

• Definition of the application
• Name, logo, and publisher
• Redirect URIs
• Secrets
• API dependencies (required resources)
• Published APIs / resources / scopes
• …

• Only exists in 1 single directory, aka its home directory

App Registration (Application)



• Azure Portal > Azure Active Directory > Enterprise applications

• Instance of an app registration in a directory

• Manages granted permissions

• Only permissions in the same directory

Enterprise Application (Service Principal)
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• User authentication
• Access to account information as stored in Azure AD

• Accessing resources
• Data exposed by other applications
• E.g. SharePoint, Mail, Business Central
• Access must be granted

• Exposing resources
• Allowing other applications to access data
• Defined by APIs, permissions and roles

What is an App Registration used for?
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How are these Service Principals created?
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• In the Home Directory: when the Application is created
• Using the Azure Portal with App registration
• When using the Graph API it requires an extra API request

• In the foreign Directory
• Only when the Application is multitenant
• First time when permissions are granted

How are these Service Principals created?



• An application requires access to specific resources
• A resource is another app registration that exposes data
• Exposing data is usually done with a REST endpoint

• Access to the exposed data is managed by Scopes and Roles
• Scopes are used to access data on behalf of a user
• Roles are used for access management

• Two types of Roles
• User Role – assigned to a user
• Application Role – special role type, no user assignment required

What are permissions?



• Scope
• https://api.businesscentral.dynamics.com/user_impersonation
• https://graph.microsoft.com/Mail.Read

• Application Role
• https://api.businesscentral.dynamics.com/API.ReadWrite.All
• https://graph.microsoft.com/Mail.Read

Examples of scopes and roles

https://api.businesscentral.dynamics.com/user_impersonation
https://graph.microsoft.com/Mail.Read
https://api.businesscentral.dynamics.com/API.ReadWrite.All
https://graph.microsoft.com/Mail.Read


For an application role type, it is required to 
grant Admin consent

Granting permissions aka consent

User consent flow is the process of a user 
granting authorization to an application to 
access protected resources on their behalf

Admin consent flow is the process of an admin 
granting authorization to an application to 

access protected resources for all users

Consent experiences explained:
https://docs.microsoft.com/en-us/azure/active-directory/develop/application-consent-experience

https://docs.microsoft.com/en-us/azure/active-directory/develop/application-consent-experience


• Public app vs. confidential app
• Redirect URI
• Secret

• Dynamic permissions vs. static permissions

• Access token
• Authorization flows

What did we not touch yet?



Access token

• Access token is used to prove permissions

• Contains all required information
• User
• Azure AD (tenant)
• Granted permissions



• Json Web Token

• Base64 encoded value

• Inspect at:
• https://jwt.io
• https://jwt.ms

• Signed by a private key

• Used by Business Central to
• Identify user and tenant
• Determine access permissions

Access token

https://jwt.io/
https://jwt.ms/
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How to get the access token
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Authorization code grant flow

•Used in a user-interactive session

•Requires user to log in

•Access resource on behalf of the user

•Permission type = scope (aka delegated)

•Needs a user account in the resource application

Client credentials flow

•Aka service to service authentication

•Used in a background session with no signed-in user

•Permission type = application role

•Needs an application account in the resource application

Authorization flow



Authorization code grant flow



Authorization code grant flow – step 1

GET https://login.microsoftonline.com/cronus.company/oauth2/v2.0/authorize

?client_id=72b5ab5a-5515-48d3-94f4-c7d323e07702

&response_type=code

&redirect_uri=https://login.microsoftonline.com/common/oauth2/nativeclient

&response_mode=query

&scope=https://api.businesscentral.dynamics.com/user_impersonation

Comments

1. Domain or Azure tenant id. Use organizations for multitenant applications

2. The client id (aka application id) as assigned in the app registration

3. Indicates that you expect an authorization code as response

4. Where you want the authorization code to be returned

5. How the authorization code should be added to the redirect uri

6. Which permission you are requestion



Authorization code grant flow – step 2

GET https://login.microsoftonline.com/common/oauth2/nativeclient

?code=0.AYIA...

&session_state=7e5b63be-21b1-4821-9455-d235e2738002

Comments

1. The redirect URI as defined in the request in step 1

2. An authorization code that can be redeemed for an access token

3. Optional parameter that can be used for single sign out



POST https://login.microsoftonline.com/cronus.company/oauth2/v2.0/token

Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code

&code=0.AYIA...

&client_id=72b5ab5a-5515-48d3-94f4-c7d323e07702

&redirect_uri=https://login.microsoftonline.com/common/oauth2/nativeclient

&scope=https://api.businesscentral.dynamics.com/user_impersonation

&client_secret=n6F8Q~CfC5fclnC84BWQOBtjxUN~OhHUep8ZobLE

Comments
1. POST request to the token endpoint
2. Content-Type of the body, always application/x-www-form-urlencoded
3. The authorization flow type that is used
4. The authorization code as retrieved in the previous step
5. The client details used in the first step to request the authorization code
6. The client secret to identify the client (= password)

Authorization code grant flow – step 3





• Is required for user interactive flows

• Used by Azure to send the user back to the 
requesting application

• Extra parameters are appended to the URI
• Authorization code
• Session state

• Registered under a platform

• Platform type determines if a secret or 
certificate is required

Redirect URI



Confidential or Public app?

Referred to as platform

• Web application = confidential app

• Single-page application, mobile and desktop application = 
public app

Confidential app

• Runs on a server

• No direct access by the user

• Can keep a secret

• Authorization code travels from client to server

Public application

• Runs on a device or desktop

• Or in a web browser (single-page app)

• Not trusted to keep a secret

• Authorization code is kept inside the application



POST https://login.microsoftonline.com/cronus.company/oauth2/v2.0/token

Content-Type: application/x-www-form-urlencoded

grant_type=client_credentials

&client_id=72b5ab5a-5515-48d3-94f4-c7d323e07702

&client_secret=n6F8Q~CfC5fclnC84BWQOBtjxUN~OhHUep8ZobLE

&scope=https://api.businesscentral.dynamics.com/.default

Comments
1. POST request to the token endpoint. Domain or Azure AD tenant-id is required!

2. Content-Type of the body, always application/x-www-form-urlencoded

3. The authorization flow type that is used

4. The client id and secret

5. Scope must end with /.default, this refers to the required application permissions as 
configured in the app registration

Client credentials flow



Application account in Business Central



Secrets

•Is a password, used to prove the identity of a client application

•Part of the request body when requesting an access token

•Generated by Azure

•Max lifetime of 24 months

•Should NOT be stored in code

•Recommended to only use in development / test scenarios

Certificates

•More secure way to prove identity

•JWT token, signed with the private key of the certificate

•Never leaves the application

•Lifetime depends on the certificate

•Recommended for production scenarios

Secrets and certificates



Static permissions

•Specify all required permissions in the Azure portal 

•Stored at app registration level and copied to all service principals

•Allows administrator to pre-consent for the organization

•Required for service-to-service authentication 

•Scope: https://api.businesscentral.dynamics.com/.default

Dynamic permissions

•Specify required permissions during authorization flow

•Only stored at the service principal

•Admin user can consent for whole organization

•Allows to dynamically and gradually request permissions

•Scope: https://api.businesscentral.dynamics.com/API.ReadWrite.All

Static vs. dynamic permissions

https://api.businesscentral.dynamics.com/.default
https://api.businesscentral.dynamics.com/API.ReadWrite.All


• Add Nuget packages
• Microsoft.Identity.Client→MSAL.NET library
• System.Net.Http→ includes the HttpClient

Using OAuth in C#



• Create a client application object
• Choose between public client or confidential client

Using OAuth in C#



• Call the AcquireToken… function to get an access token

• Public client supports:
• Interactive flow 
• Silent flow

• Confidential client supports:
• Get by authorization code
• With client credentials

Using OAuth in C#
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