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Freelance Technical Consultant & Microsoft MVP Business Applications experience with

Trainer Dynamics NAV / Business Céntral ‘

since2002 . | R

co-founder & chairman http://kauffmann.nl S * Email: aj@_'kauffmah_n;'n_l : 
Dutch Dynamics Community o Twitter: @ajkauffmann



Why OAuth?
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https://www.bleepingcomputer.com/news/security/microsoft-teams-stores-auth-tokens-as-cleartext-in-windows-linux-macs/
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How to draw an owl
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Get an access
token and make
Create an app : | an APl request
registration '

Create a secret

1. Draw some circles 2. Draw }he \r'e.sf;t .o'f':'thé a‘-l-l‘. owl




How to draw an owl
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App registration
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Public client

Get an access
token and make
Create an app : | an APl request

registration .

: L. Resource
Service principal

Platform Access token

Create a secret

awt

- Azure
Scope LI R
- Permission

Secret .
Certificate

1. Draw some circles 2. Draw }he r'e.sf_i .o“'f':'thé a‘-l-l'. owl



. OAuth 2.0
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Industry-standard protocol for authorization

The OAuth 2.0 Authorization Framework

Provides specific authorization flows for

Abstract

e \Web applications

. The OAuth 2.0 authorization framework enables a third-party
e Desktop applications

application to obtain limited access to an HTTP service, either on
* Mobile phones behalf of a resource owner by orchestrating an approval interaction
e Living room devices between the resource owner and the HTTP service, or by allowing the

third-party application to obtain access on its own behalf. This
= Managed by Internet Engineering Task Force (IETF)

specification replaces and obsoletes the OAuth 1.0 protocol described
e https://tools.ietf.org/html/rfc6749

in REC 5849.



https://tools.ietf.org/html/rfc6749

4 roles
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App Registration (Application)
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* Azure Portal > Azure Active Directory > App registrations

» Definition of the application
* Name, logo, and publisher
* Redirect URIs
* Secrets
* APl dependencies (required resources)
* Published APIs [ resources [ scopes

HR
| |
I 4

* Only exists in 1 single directory, aka its home-dir_e cto ry o . SR




Enterprise Application (Service Principal)
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* Azure Portal > Azure Active Directory > Enterprise applications

* Instance of an app registration in a directory
* Manages granted permissions
* Only permissions in the same directory




. Active Directory —single tenant
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Azure AD 1
“Home Directory”




Active Directory — multitenant

AN

mibusc.com

Azure AD 1
“Home Directory”

Azure AD 2 Azure AD 3
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What is an App Registration used for?

mibusc.co

* User authentication
* Access to account information as stored in Azure AD

* Accessing resources
* Data exposed by other applications
* E.g. SharePoint, Mail, Business Central
* Access must be granted

* Exposing resources _
» Allowing other applications to access data e
* Defined by APIs, permissions and roles S




. Accessing resources
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Azure AD 1
“Home Directory”




. Accessing resources
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Azure AD 1
“Home Directory”




. Accessing resources —single tenant
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Azure AD 1
“Home Directory”




. Accessing resources —single tenant
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Azure AD 1
“Home Directory”

Required
permissions

Granted
permissions




Accessing resources — multitenant
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Azure AD 1 Azure AD 2
“Home Directory”

Required
permissions

Granted
permissions




Accessing resources — multitenant
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Azure AD 1 Azure AD 2
“Home Directory” Microsoft

Required
permissions

Granted
permissions




Accessing resources — multitenant
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Azure AD 1 Azure AD 3 Azure AD 2
“Home Directory” Customer Directory Microsoft

Required
permissions

Granted Granted
permissions permissions




Accessing resources — multitenant
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Azure AD 1 Azure AD 3 Azure AD 2
“Home Directory” Customer Directory Microsoft

Required
permissions

Granted
permissions




How are these Service Principals created?
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Azure AD 1 Azure AD 3 Azure AD 2
“Home Directory” Customer Directory Microsoft

Required
permissions

Granted
permissions
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How are these Service Principals created? &2
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* In the Home Directory: when the Application is created
* Using the Azure Portal with App registration
* When using the Graph API it requires an extra APl request

* In the foreign Directory
* Only when the Application is multitenant
* First time when permissions are granted

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (Cronus Company only - Single tenant) |

E} Accounts in any organizational directory (Any Azure AD directory - Multitenant)




What are permissions?
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* An application requires access to specific resources
* A resource is another app registration that exposes data
* Exposing data is usually done with a REST endpoint

* Access to the exposed data is managed by Scopes and Roles -
* Scopes are used to access data on behalf of a user .
* Roles are used for access management |

» Two types of Roles

» Application Role — special role type, no user assignment required




. Examples of scopes and roles

* Scope
* https://api.businesscentral.dynamics.com/user_impersonation
* https://graph.microsoft.com/Mail.Read

* Application Role
* https://api.businesscentral.dynamics. com/API Readerte AII
* https://graph.microsoft.com/Mail.Read S .

% APl / Permissions name Type Description Admin consent req...  Status

Request APl permissions

v Dynamics 365 Business Central (2)

CAIll APIs AP|.ReadWrite All Application  Full access to web services API Yes @ Granted for Cronus Co_ +e»
#a Dynamics 365 Business Central

\7 . _ ‘ _ user_impersonation Delegated  Access as the signed-in user No
https://dynamics.microsoft.com/business-central/overview/ Docs

What type of permissions does your application require? » Microsoft Graph (3)

Mail.Read Delegated  Read user mail No
Delegated permissions Application permissions

Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a Mail.Read Application  Read mail in all mailboxes Yes A&\ Not granted for Cronus =~ +e+
signed-in user.
User.Read Delegated  Sign in and read user profile No @ OGranted for Cronus Co_ ==+



https://api.businesscentral.dynamics.com/user_impersonation
https://graph.microsoft.com/Mail.Read
https://api.businesscentral.dynamics.com/API.ReadWrite.All
https://graph.microsoft.com/Mail.Read
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Granting permissions aka consent e

=" Microsoft
ajk@cronus.company

Permissions requested

My Business Central Integration
cronus.company

This application is not published by Microsoft.

This app would like to:
\ Have full access to Dynamics 365 Business Central
v View your basic profile

v Maintain access to data you have given it access to

‘:‘ Consent on behalf of your organization

Accepting these permissions means that you II ow this app to
your data as specified in thei t erms of service and privacy
statement. You can change these permissions at
https://myapps.microsoft.com. Show details

https://docs.microsoft.com/en-us/azure/active- dlrectory/de\,elq;‘.,_.

B CI NAV
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User consent flow is the process of a user
granting authorization to an application to
access protected resources on their behalf

Admin consent flow is the { process of an admm .
granting authorization to an appl/cat/on to
access protected resources for allusers

For an appl/cat/on role type /t is requ:red to
grant Admm consent '

Consent experlences explamed Ry A IR ,
ppllcatlon cons nt experlence ‘



https://docs.microsoft.com/en-us/azure/active-directory/develop/application-consent-experience

. What did we not touch yet?
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* Public app vs. confidential app
* Redirect URI
* Secret

* Dynamic permissions vs. static permissions

* Access token
* Authorization flows




. Access token

* Access token is used to prove permissions

» Contains all required information

* User
* Azure AD (tenant)
* Granted permissions R

https:ffapi.husiness:entraL.dynamics*:ﬂmfvz.Efprﬂduétinnfapifvz.EK
1orization: Bearer {{accesstoken}}

"token type"™

IlSCDpEII

"expires_ in"

J AL L

“access_ token" eyJ0eXA101JKV1QiLCIhbGciO DV "'yeDNRS1N 5 ) .
pY3MuY29tIiwiaXNz IleaHFHLHl-Lf%*iHlui'lu G93cy5u’ ":DyE}"'Jh_:.n=" 515 5 . Yz cB) Y <MT AyMDk3 01JBU1FEM184UE
FBQUFWS1Rvd2NOY1grue fRzR ' Sw1YXBw NC: 3 nbWFubiIsImdpd

XBhbnkil LJwaLulﬂlI?h:U;ﬁc?lEFHEQEEiLTwlM]c+TTd1JaHlLTHmTjhETquf]HlLLWMdHlkI]alﬂTammszJDH4QEU4HDHFJ;IEIﬂ]DIj51

mVuX25hbWUi01JBcmVuZ C1KYW41 L CIpcGFkZHI 101 TyMTMuMjMzL JTzMS —-|1H1_u_u1|L111|1-IpLIngQE]vhﬂVEIEthh,
WEEEJthN_dﬂb@kHdElHEHImu“F.TNFMdFlhxﬂdeFh]ulrHTklsUFEImHlDTEEEEUlEaPJHI;w1r21wIiﬂidTFl:lqpbﬁﬁlrnl /bmF@aWIuIiw ulljanHHH1h:_HTJub_ VY zBkdW9aSDNreVdkZ Tk55DAwak11b3c50G) PEEELayIsIﬂHpEEIEIjIijgEDD?l_THjGGI

"ext expires in": 3599
D INRSINSWS 7ZCI6ITkNOVHVoTUptRDVNNORMZHpEMnYyeDNRS1INSWSI9 . ey ThdWQi0iJodHRwCzov L?FMHEEidEHPbmW?r’-Lb'lF?NHUEHlu?Ml

C19Tnr_ BOTvinhWctceKno®ZgKZpLblg2p9pv-mmLngfSGs1MO5 T, Inu_,hﬂx_br__D_iqh 1n _L+HFA sDezGgU- m‘l_LPn'




Access token

Encoded Decoded .
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HEALER:
eyJAeXAi0iJKVIQiLCJhbGeci0iJSUzITNiIsINng
dCI6IKNEBVHVoTUptRDVNNERMZHpEMNYyeDNRSTNS

WSIsImtpZCI6GIKNBVHVOoTUptRDVNNBRMZHPEMNYY 2

MBI B BSNS |G s kAW S B a7 Ews S5 Ct MmO 5K i JOKE
) eDNRSTNSWSJ9 . ey JhdW0i0iJodHRwczovL2Fwass e
kid CtTuhb. {7 DLd IOKSRY
= LR P ~ k] T T A | b | VEEAL A - s W Fa =
idXNpbmVzc2N1bnRyYWwuZH1uYW1pY3MuY29tTiw

W ] - R Als-PAETr S T Y T | F 0D n 7y
laANZ Olanryc 1\.-|L:;r".'-'¢«.| "ﬂ.la.ld_\.l.'_ﬂ_‘:i.-\_-_ya_-\.l.'_--a.c

VS M P A ST T R A PaLOAL:

1 W 0GR G hiMDETYTIWYZC
W v MAY i BaNDYBLThiMDETY LU
i

* Baseb4 encoded value
ML joxNTkxMTAyMDk3LCJ1eHAIOJETOTEXMDUSOTC 1ttps://api.businesscentral.dynemics.com

04

UL | L

=

sIMFjciI6IjEiLCJhaW8i0iJBU1FEMi84UEFBQUF e FTRE TR e
WST1Rvd2NOY1gruexJS2t1bS9gWmEZMEhyd ThTUWY Cviat®: 1501182897
® InS ec-t at. qNWtYRZRBSKNFSET1VPSIsImFtciIeWyJwd20iXSw - o
. 1YXBwaWQiOiI3MmI1YWI1YS@INTE1LTQ4ZDMEOTR SR

Ll T TET ..—.H:..—.I_- Ln I o I:-I_: 410
TIMN L RN N LML SML L L -\.-.I RS PLS LL1D C LI T bl L] T e L oy B 5 E ~ 0% U

u u = o~ LT £ C+T7CoTA 4+ | [T [TR) =
iLCJmyYWIlpbH1fbmFtZSI6IkthdWZmbWFubiIsImd
e e e e o e e
p I3:|TI1'I'\-I".'¢:-L::I"l'\-—'\-'—.lj:TI\'l-\.In'_-\.- EYW4AilLCJpocGFKZHI
| | |

101IyMTMuMjMzL jIzMS4yMjUiLCJUYW11IjoiqQup

- - TR E o R = = = | £ T " 0T
. LIHwgQ3JvbnVz IENvbXBhbnkilCJvaWQioiIzMzu appidacr®: "1, S,
® . 3M2J1ZCO20GZiLTRIMjctYTdiMS@1ZTNmY jMZYTQ family_neme’: “Ksuffmann
pS - W - l I IS 3YjUILCIwdWlkIjoiMTAWMZAWMDA4QzU4RDNFM1 inaddr*: “213.233 291295
sInJoIjoiMC5BUXdBW1ldnb@kedE1aRVNMOWFJTWR ame”: “AJK | Cronus Company”. s
n u MdF1KRnFydFhJV1ZkTklsUFRIMH1QZZR3SU1BSkU ouid: 108300@GECSEDIE2”, .
® S I n ed b a rlvate ke uliwicZNwIjoidXNlcl9pbXBlenNvbmFeaWwauIiw S S
L JWALADOOLATMLE L AQLMOALTY AP OQrT ALY YONLL By HOOW LMAJE
ic3ViIjoiTBNNYWZzOTNODbZxVYzBkdW9aSDNrevVd scp” - “user_impersonation I o ;
kZTk5SDAwak11b3c50GVPZ2ZLayIsInRpZCI6I I S LT e e '
. zMjg20DY1LTRjOGItNDQZNCBAY j AXLWEYMGM3NG. unique_neme” : "ajkBcronue.compan . o
o U Se d b B U SI ' less Ce ' lt ra | tO iNTgyNCIsInVuaXF1ZVIuYW11lIjoi¥YWprQGNyb25 . . .
1cy5jb2 1wYW55IiwidXBuljoiYWpraGNyb251cys5 : - .
b2 1wYW55IiwidXRpIjoibmFRXZVERNJ3IMDZ 1INmE A tmee e e e e A

NI AP Fai¥ds ol

ZYXVNdGVBOSIsInZlciI6IjEUMCISIndpZHMiOls

* Identify user and tenant

. SMTO1ZTEWILT1G, VERIFY SHEHATURE

* Determine access permissions - SRR



https://jwt.io/
https://jwt.ms/

Access token
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* Json Web Token
* Base64 encoded value
* Inspect at:
* https://jwt.io
* https://jwt.ms
* Signed by a private key
» Used by Business Central to

* ldentify user and tenant
* Determine access permissions



https://jwt.io/
https://jwt.ms/
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How to get the access token

) Implicit grant flow

Authorization code grant flow

) On-behalf-of flow VI

Client credentials flow

) Device code flow S e

Resource owner password credential flow

SAML bearer assertion flow
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AN

How to get the access token

Authorization code grant flow

Client credentials flow
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Authorization flow
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Authorization code grant flow

eUsed in a user-interactive session

eRequires user to log in

e Access resource on behalf of the user
ePermission type = scope (aka delegated)

eNeeds a user account in the resource application

Client credentials flow

e Aka service to service authentication LA
eUsed in a background session with no signed-_i'h'us_e_r'v
ePermission type = application role BRI Fiiarane:
*Needs an application account in the resource\_ia‘pp;I_-i‘cat.iqn? Ay




Authorization code grant flow
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Microsoft identity platform

https://login.microsoftonline.com/<tenant> or https://login.microsoftonline.com/common/

Native /oauth2/v2.0/authorize /oauth2/v2.0/token
App : : Web API
Pops up a browser dialog, @

Requests an authorization code, :
indicating the policy to execute : :
>: :
User completes policy »
Returns an authorization code :
Requests an Oauth bearer token providing the

authorization_code, the app's client_id, etc. E -
: >
Returns an access token and a refresh_token :

Calls Web API with access token in Authorization header .

N _
: Validates token
Returns secure data to app : y »

———————————————————————————————————————————————————————— ——

Requests a new token,'providing the
refresh_token, the app's client_id, etc.

Returns a new token ar:1d a new refresh_token

Calls Web API with new token in Authorization header
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Authorization code grant flow — step 1
a mibusc.com

GET https://login.microsoftonline.com/cronus.company/oauth2/v2.0/authorize
>client_id=72b5ab5a-5515-48d3-94f4-c7d323e07702 @

&response_type=code e

&redirect_uri=https://login.microsoftonline.com/common/oauth2/nativeclient 0
&response_mode=query &

&scope=https://api.businesscentral.dynamics.com/user_impersonation Q

AN

Comments

1. Domain or Azure tenant id. Use organizations for multltenant appllcatlons
2. The clientid (aka application id) as assigned in the app registratlon

3. Indicates that you expect an authorization c0de as response

4. Where you want the authorization code to be returned

5. How the authorization code should be added to the red|rect ur|

6. Which permission you are requestion i g S
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Authorization code grant flow — step 2
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GET https://login.microsoftonline.com/common/oauch/nativec1ient:"
>code=0.AYIA... O

&session state=7e5b63be-21b1-4821-9455-d235e2738002 GD

Comments |

1. Theredirect URI as defined in the request in step 1 |

2. An authorization code that can be redeemed for an access token
3. Optional parameter that can be used for smgle S|gn out




. Authorization code grant flow —step 3
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POST https://login.microsoftonline.com/cronus.company/oauth2/v2.0/token 0
Content-Type: application/x-www-form-urlencoded e

grant type=authorization code e
&code=0.AYIA... @

&client 1d=72b5ab5a-5515-48d3-94f4-c7d323e07702 e
&redirect _uri=https://login.microsoftonline.com/common/oauth2/nativeclient
&scope=https://api.businesscentral.dynamics.com/user_impersonation

&client secret=n6F8Q~CFC5fclnC84BWQOBtjXxUN~OhHUep8ZobLE 6

Comments

1. POST request to the token endpoint -

2. Content-Type of the body, always application/x-www- form urlencoded
3. The authorization flow type that is used R

.. The authorization code as retrieved in the preV|ous step S
5. The client details used in the first step to request the authorlzatlo
6. The client secret to identify the client (= password) LA



Your PC ran into a problem that it couldn't handle, and now It needs to
restart We're just collecting some error info, and then we'll restart for you.

If you'd like to know more, you can search online later for this error: DPC_WATCHDOG_VIOLATION



. Redirect URI

s required for user interactive flows

Used by Azure to send the user back to the
requesting application

Extra parameters are appended to the URI
» Authorization code

* Session state

Registered under a platform

Platform type determines if a secret or
certificate is required

Configure platforms

Web applications

Web

Build, host, and deploy a web server
application. .NET, Java, Python

.. Mobile and desktop applications

% 10S / macOS

Objective-C, Swift, Xamarin

@ Mobile and desktop

applications

Windows, UWP, Console, loT &
Limited-entry Devices, Classic iOS +

" | Android

m Single-page application

Configure browser client applica

Javascript.

- - .
|'| Android

Java, Kotlin, Xamarin

tions
and progressive web applications.
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Confidential or Public app?

Referred to as platform

e Web application = confidential app

e Single-page application, mobile and desktop application =
public app

Confidential app

e Runs on a server

e No direct access by the user

e Can keep a secret

e Authorization code travels from client to server

Public application

e Runs on a device or desktop

e Or in a web browser (single-page app)

e Not trusted to keep a secret

e Authorization code is kept inside the application

Configure platforms

Web applications

Web

Build, host, and deploy a web server
application. .NET, Java, Python

.. Mobile and desktop applications

% 10S / macOS

Objective-C, Swift, Xamarin

E Mobile and desktop

applications

Windows, UWP, Console, loT &
Limited-entry Devices, Classic iOS +
Android

Single-page application

Configure browser client applications
and progressive web applications.
Javascript.

|ﬁ| Android

Java, Kotlin, Xamarin

mibusc.com




Client credentials flow
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POST https://login.microsoftonline.com/cronus.company/oauth2/v2.0/token G
Content-Type: application/x-www-form-urlencoded 9

grant type=client credentials e

&client id=72b5ab5a-5515-48d3-94t4-c7d323e07702 0
&client secret=n6F8Q~CFC5fclnC84BWQOBtjXxUN~OhHUep8ZobLE
&scope=https://api.businesscentral.dynamics.com/.default e

Comments _ |

1. POST request to the token endpoint. Domain or Azure AD tenant |d IS reqU|redI

2. Content-Type of the body, always application/x- WWW- form urlencoded

3. The authorization flow type that is used - | SO

4. Theclientid and secret o . - | S
5. Scope must end with /.default, this refers to the reqUIred appllcatl n permissions as

configured in the app registration



. Application account in Business Central
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& Azure Active Directory Application Card = + i v Saved -/

Postman

-§-* Grant Consent

General ‘ |

Client ID {672e8a1c-16f4-4dcf-882b-cfb... Extension

Description Postman App ID {00000000-0000-0000-0000-00... ‘
State Enabled v App Name

Contact Information User information

User ID {e9abfcbb-3c18-4591-ad80-7b... s
User Name POSTMAN

You must set the State field to Disabled before you can ma...

User Groups Manage 2 B

Code 1 Name Company Name 1

- CRONUS USA, Inc.

User Permission Sets Manage = B
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Secrets and certificates
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e|s a password, used to prove the identity of a client application
e Part of the request body when requesting an access token

e Generated by Azure

e Max lifetime of 24 months

e Should NOT be stored in code

e Recommended to only use in development / test scenarios =~

Certificates .
e More secure way to prove identity RS T N o
 JWT token, signed with the private key of the certificate S | o |
e Never |leaves the application :
e Lifetime depends on the certificate

e Recommended for production scenarios




Static vs. dynamic permissions

mibusc.com

AN

Static permissions

e Specify all required permissions in the Azure portal

eStored at app registration level and copied to all service principals
e Allows administrator to pre-consent for the organization
e Required for service-to-service authentication

eScope: https://api.businesscentral.dynamics.com/.default

Dynamic permissions i
*Specify required permissions during authorization flow S T ' i

e Only stored at the service principal
e Admin user can consent for whole organization

* Allows to dynamically and gradually request perm|55|ons

Scope: https://api.businesscentral.dynamics. com/API Readerte A  ' A



https://api.businesscentral.dynamics.com/.default
https://api.businesscentral.dynamics.com/API.ReadWrite.All

. Using OAuth in C#

mibusc.com

* Add Nuget packages
* Microsoft.ldentity.Client > MSAL.NET library

» System.Net.Http =2 includes the HttpClient

@D Microsoft.Identity.Client by Microsoft
=9 This package contains the binaries of the Microsoft Authentication Library for .MET (MSAL.MET).
MSAL.MET makes it easy to obtain tokens from the Microsoft identity platform for developers (formally Azure AD v2.0) signing-in users with work & school acc...

ner  System.Net.Http by Microsoft
Provides a programming interface for modern HTTP applications, including HTTP client components that allow applications to consume web services over HTTP and
HTTP components that can be used by both clients and servers for parsing HTTP headers.




Using OAuth in C#
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* Create a client application object
* Choose between public client or confidential client

clientId = "cd25daa5-8uU63-UB6c—9Uce-1c5UldcclcTI";
clientSecret = "mR28Q~EYuEjwRO012n250vmYU43RlovQbvYXshjcn_";

azureTenant = "cronus.company";
= "https apl. businesscentral AM1Cs. C 1Ser 3 srsonat offline_access" };

;[j scopesDynamic = new string[] { 1
g[] scopesStatic = new string[] { "https

static IPublicClientApplication publicApp =

PublicClientApplicationBuilder
.Create(clientId)
WithTenantId(azureTenant)
.WithDefaultRedirecturi()

.Build();

static IConfidentialClientApplication confidentialApp =

ConfidentialClientApplicationBuilder

.Create(clientId)

WithClientSecret(clientSecret)
WithAuthority(AzureCloudInstance.AzurePublic, AadAuthorityAudience.AzureAdMultipleOrgs)

.Build();




. Using OAuth in C#
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» Call the AcquireToken... function to get an access token

° PUbllC Client SUppOrtSl result = publicApp.AcquireTokenInteractive(scopesDynamic)
: .ExecuteAsync()
* Interactive flow Result:

* Silent flow

result = confidentialApp.AcquireTokenForClient(scopesStatic)

* Confidential client supports:
* Get by authorization code
» With client credentials

.ExecuteAsync()
.Result;

.WithAuthority(AzureCloudInstance.AzurePublic, azureTenant) = o



How to draw an owl

AN

mibusc.com




mibusc.com

'
. .
’
L -
i 4
&
L Ll
; -r
!
L * ‘
. q
!. ) ‘ ‘
-
4
. ‘
[ v ‘ ‘
A
'
- 4 * ’ ’
a Al
» ‘ ’
' .
. ) :
N ‘
- X " ' ' ’ ‘
- ) . ‘
‘ i
. ‘ ‘
;
‘ o
.
-
. .
5
-
M 5
‘ v
. - .
' L - .
L] = |
K _ .
N ) . . . )
- . - - £ * ’ . I
. . - ‘
» . l
- | . .
- | |
..
. . . .’ | |
. El
L3 * |
.
, .
. ‘ .
C
L]
5
L ¢ ’
| &
| .
P
. -
- L - ‘
.
:
| &
s L]
a
| .
a
p
o
. | |
L3 * |
. o, .
. -
| -
- - ‘
| . 4 .
| .
‘ -
5 N : |
L] - * - \‘ J .-
: 3
A
5 : o
M .
.
- T | |
T -
S o |
- : &
» .
- - : ‘




B CI NAV
TECH
DAYS

2022

mibusc.com

Fa
.
- -
-
- -
.
*a
. i .
-
-
-
. .
.
.
-
.
‘
- -
. .
.
.
& -
'y .
. s
'
f .
f
.
‘



