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Fasten your seatbelts...

This presentation will be heavy on rE— SN WA = o

demos, as most of the capabilities
we've added are most easily
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Composed permission set

A permission set that includes other permission sets’ permissions

. Another permission
A permission set -

"Composed permission set” permissions =

"A permission set” permissions +
+ Composed
permission set

Permissions
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Demo

How to code with composable permissions
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Inherent Permissions

* Ability to elevate user permissions in a given code context

» Either granted during a specific method execution or granted on
object level

* Puts power in the hands of the developer
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* Should no longer be explicitly added to the permission set
* More clean and comprehensible permission sets
* Improve the stability of the critical code paths

* Canonly be used for your own objects

¢

— @ ®
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Demo

Improving our demo app with Inherent Permissions
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Putting inherent permissions in metadata to first use in base
product.

Reduces the number of permissions the system administrator
must relate to. Some objects are simply not worth controlling
permissions for...

We converted some permissions and permission sets in the LOGIN
set to inherent permissions. These permissions are now no longer
configurable.
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Where did the permissions go?



i) | Q) Active users - Microsoft 365 adr X ‘ & Business Central Admin Center X €9 Business Manager - Dynamics 3° X =

or
e
&
&

< G (3]  https://businesscentral.dynamics-tie.com B A

Dynamics 365 Business Central

CRONUS UK Ltd. Finance Cash Management Sales Purchasing Shopify =
Customers Vendors Items Bank Accounts Chart of Accounts 7
Get started X

Hi. meet Business Central!

You're all set to try out our demo company, Cronus. Go explore on
your own, or take a quick tour first.

Show demo tours

Some features connect to other Microsoft services

Activities v

Sales This Month Overdue Sales Invoice Overdue Purch. Invoice Sales Invoices Predicted
Amount Amount Overdue
+1.237 £39 754 35,196 0
> See more > See more > See more > See more
Ongoing Sales Ongoing Purchases Payments Scan documents

Sales Quotes Sales Orders Sales Invoices Purchase Orders Ongoing Purc... Purch. Invoices... Unprocessed Average Collec... QOutstanding V...
Invoices Next Week Payments Days Invoices O ]

0 1 5.8 |E

Create Incomin...
from Camera

Q Search L D & e G
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Exclude from permissions
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But what if it’s not right for you? L

What if the hierarchies defined by Microsoft
or ISVs are not fine grained enough?

D365 BASIC D365 HR, EDIT

And include too many permissions?

D365 BUS FULL
ACCESS

“Copy permission set”?
And end-up synchronizing forever the copied permissions?

D365 BUS
PREMIUM
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Mental model
Calculate the expanded list of included permissions

Calculate the expanded list of excluded permissions
‘Subtract’ the excluded permissions from the included

Excluding permission sets
Same as excluding the contained permissions
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Manage our demo app through exclusion of permission sets
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Improvement of composable permission sets, introduced in
Business Central 2022 Wave 2.

Allows you to exclude objects, such as pages, reports and the likes,
from permission sets, which include * permissions for those object

types (basically all objects except tables).

Gives you more control over which object you would like users to
get access to.
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Business Central environments
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Lom

Improvement to the "Update Users from Microsoft 365" action on

the Users page, which now respects the security group set on a
Business Central environment.

Allows users to be assigned to specific environments only and
synced as Business Central users, before they log in.

We now only iterate over users, which belong to the security group
defined on the Business Central environment.
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Security Groups on Environments
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. , B
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Support nested groups inside the security group set on a
Business Central environment.

Simplifies set up and maintenance of security groups used in
Business Central.

We now always consider both direct and indirect security group
memberships in Business Central.
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Nested Security Groups
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Business Central
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New functionality — controlling Business Central permissions using
security groups.

Allows administrators to manage what Business Central
permissions users have via the Azure portal (Saas) or Windows
Groups (On Prem)

Add the new functionality that allows matching AAD security
groups [ Windows Groups to Business Central permissions.
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Security Groups in Business Central
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Exactly as it does in the cloud! Only difference:

No Support for AAD Security Groups

Support for Windows Groups
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Deprecation of User Groups



B CI NAY
TECH
DAYS

. 2023
Deprecation of User Groups i

Deprecation of user groups functionality in favor of security
groups and composable permission sets.

Streamlines and simplifies permission management for
administrators.

Mark all application objects related to user groups as obsoleted.
Provide the user group migration capabilities.
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Goodbye User Groups
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Dynamics 365 Business Central Fo $03
CRONUS UK Ltd. Finance Cash Management Sales Purchasing Shopify —
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Get started X

Hi, meet Business Central!

You're all set to try out our demo company, Cronus. Go explore on
your own, or take a quick tour first.

Show demo tours

Some features connect to other Microsoft services

Activities
Sales This Month Overdue Sales Invoice Overdue Purch. Invoice Sales Invoices Predicted
Amount Amount Overdue
£1237 £39 754 £35,196 0 8
> See more > See more > See more > See more
Ongoing Sales Ongoing Purchases Payments Scan documents

Sales Quotes Sales Orders Sales Invoices Purchase Orders Ongoing Purc... Purch. Invoices... Unprocessed Average Collec... Outstanding V...
Invoices Next Week Payments Days Invoices O '

Z 3 / 3 3 0 | 5.8 K
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Permission Telemetry
https://aka.ms/bctelemetry



https://aka.ms/bctelemetry

Troubleshoot permission issues
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Login errors 4 . . .
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Error dialogs
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3 Sorry, the current permissions prevented the action. (TableData Word Object Read ?
Feature Errors Template Field Read: System Application) l l S e r S S e e
2 Sorry, the current permissions prevented the action. (TableData Customer  Object Read ®
Environment lifecycle err... Read: Base Application) —
1 Sorry, the current permissions prevented the action. (TableData Dimension  Object Insert
Company lifecycle errors Correction Insert: Base Application) .o . . .
L Permission Error Dialogs by Extension Publisher
|
Extension lifecycle errors Publisher
@ (Blank)
Email errors Microsoft

Object Details (in which object does the App Details (in which app does the error

Error come from) come from) WhiCh app S and

Authentication (web serv...

Incoming webservice err... Object Name / Id / Type Count Publisher / App (id) / Version Count
-~
& @ °
Connector errors | 278 - 275 ntral
"AMC Bank Service Request Mgt." 2 Abakion P O J e C S O error S
A bmmime ain b e e “ "Approvals Mgmt." 9 Continia Software 1
& Go back “Assisted Company Setup Status” 2 Default publisher )

come from? e

BCTech/samples/Applnsights at master - microsoft/BCTech - GitHub



https://github.com/microsoft/BCTech/tree/master/samples/AppInsights

Track changes to permissions

Administration | @ Confidential\Microsoft Extended ~ Q, Search £33 N ? ®) (’9

N O File ¥ I« Export ¥ &S ChatinTeams Q Getinsights (@ Subscribe to report - O v Ov C O w Z O©
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Central Usage 29/05/2023 ;;
1]
17
This page shows when permission sets have changed and who did it (a user or an app).
Usage
v Permission Set Change Statistics J nges
E Count Permission set id Permission set name 1C JREAD ... ®Bank Acco... @Contoso ... ®D365ACC... P
103 1001 LOCAL
1111 1044 D365 READ
—\p— X permission sets
1 155 System App - Admin
. 1435 160 SECURITY () 9.39% | | 9. 942% 9.41% 9.41%
Ty 1436 161 LOGIN ‘Afere C a n e
35 191 D365 SETUP
Update Planning 15245
All Changes
Permission changes by App
Envi t Ch
TR Publisher / App (id) / Version Count A l l d b 5 7
Feature Management © Microsoft 15195
Base Application (437dhf0e-84ff-417a-965d-ed2bh9650972) 4305 ° ()
Cloud Migration _Exclude_Master Data_Management (a01864f8-9c3f-42f6-8328- 2552 ‘AT h 1 C h zi S
8d7belce3e20) °
Company Changes Intelligent Cloud Base (58623bfa-0559-4bc2-ae1c-0979c29fd9e0) 736
_Exclude_Bank Deposits (7a129d06-5fd6-4fb6-b82b-0bf539¢779d0) 688
Extension Changes Simplified Bank Statement Import (79b1a79a-2f66-4736-bc1b- 416
Total 15245
Index Changes
Field Changes ?
Permission Changes : : / & I I d U -v I I ( 5 l l °
Field Changes over time
Retention Policy Permission set name @AZURE ... ®Bank Ac... @Contoso ... ®@D365 A... © D365 A... ®D365 A... ®D365B... ®D365 B... ®D365 B... @ D365B... ®D365B... ®@D365 FA, ... ®D365 Fl... @ D365 FU...
<  Go back
- i +  105%

BCTech/samples/Applnsights at master - microsoft/BCTech - GitHub



https://github.com/microsoft/BCTech/tree/master/samples/AppInsights
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conversation SUb_m't
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MSDyn365BC aka.ms/BCldeas
Have a question? Looking for Join our office
aka.ms/BCYammer resources? hours
aka.ms/BCAIl aka.ms/BCOfficeHours
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