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In this session:

• Journey Overview

• Prepare for your Cloud Migration journey

• Setting up Cloud Migration 

• Migrating your data to the cloud 

• Upgrade the replicated data

• API for Cloud migration
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Journey to Cloud

Step 2a. 

Upgrade to 21.x

Step 3a. 

Replicate data to SaaS



Cloud Migration

564 unique customers 
used the migration tool within the last 
30 days



In the last 30 days, 38.4% of cloud 

migrations were done from version 20

Migration from previous versions to 
v.21 is available with 2022 release 

wave 2

Versions 

14, 15, 16, 17, 18, 

19, 20 

2022 release wave 2 

(version 21)38.4

13.6
5.3

5.3

32.7

v.20 v.19 v.18 v.17 v.14



Part 1 – On-Prem Data Upgrade

Step 2. 

Replicate data to SaaS

Step 3. 

Run data upgrade in SaaS



1. Align the Table Definitions

2. Cleanup the data

Prepare for your Cloud Migration Journey



Must:
• Align the primary keys 

• Align field names and data types

Cloud migration can handle: *
• Different table names (Table mapping)

• Missing or extra fields (Excluded – Work in progress)

• Different IDs                    (N/A)

• Secondary keys              (N/A) 

* Needed for OnPrem upgrade to AL

Align the Table Definitions



Cleanup the data



Cleanup Data - Corrupted Code fields

Invalid characters in Code fields 
Lowercase, newline, carriage return, tab…

Any modification will fail

Problems with displaying the 
records in the UI



• Run once on a copy of the database to 
identify tables with problems

• Sanitize the data (–TableId parameter)

• Recommendation:
Fix the Live Instance (before 
upgrade/migration)



No special characters allowed
Similar to code fields

Cloud migration will not pickup the 
company

Rename the companies before migration

Fix Company Names

SELECT * FROM Company WHERE
([Name] like '% ') or --Trailing spaces
([Name] like ' %' ) or --Leading spaces
([Name] like '%' + Char(10) + '%') or --Line feed 
([Name] like '%' + Char(13) + ‘%’) --Carriage return



Run reports to 
compress/archive the data

Data Archive page – Page Id 
9035

Cleanup the data - Data Archive page



Part 2 – Data Replication

Step 2. 

Replicate data to SaaS

Step 3. 

Run data upgrade in 
SaaS

Step 1. 

Upgrade to 14.x



Business Central

on-premise

Source

SQL Server DB ?
Business Central

online

Destination

Azure SQL DB

Azure Data Factory

Pipelines

Azure

Integration Runtime

Self-hosted

Integration Runtime

Azure SQL DB
Azure

Integration Runtime

Cloud Migration “under the hood”



Business Central

on-premise

SQL Server DB

Azure Data Factory

Self-hosted
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Runtime
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Azure SQL DB

Register

Integration Runtime

Authentication key

Preparation pipeline

Checks Checks

Stored Procedures Stored Procedures

Replication pipeline

Cloud Migration Setup
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SQL failed to connect

Wrong product type

SQL connection timeouts

Wrong connection string

Insufficient user permissions

Top 5 errors during Setup (last 30 days)

Cloud Migration Setup – common errors



Typical error messages

• Invoking Web Activity failed with 
HttpStatusCode - '500 : InternalServerError’

• You do not have permission to create or run 
scheduled tasks

• The EXECUTE (or SELECT) permission was 
denied on the object …

• User does not have permission to perform this 
action

Mitigation

• SUPER role for the BC user setting up Cloud 
Migration

• Customer consent for the delegated admins

• SQL user needs:
• sysadmin server-level role
• db_owner database role

Cloud Migration Setup – common errors

Insufficient user permissions (BC user + SQL user)



Typical error messages

• Message=Invalid database connection string 
provided

• Message=Keyword not supported: …
Example

Message=Keyword not supported: 'userid'

• Message=Value cannot be null.
Parameter name: …
Example 

Message=Value cannot be null.
Parameter name: password

Mitigation

• Connection string for on-premise DB:
Server={Server Name\Instance Name};

Database={Database Name};

User Id={SQL Server Authenticated UserName};

Password={SQL Server Authenticated Password};

(found in BC documentation:
https://docs.microsoft.com/en-us/dynamics365/business-central/dev-
itpro/administration/migrate-data#specify-the-sql-connection) 

• Connection string for Azure SQL:
Server=tcp:{ServerName}.database.windows.net,1433;

Initial Catalog={Database Name};

Persist Security Info=False;

User ID={SQL Server Authenticated UserName};

Password= {SQL Server Authenticated Password};

Encrypt=True;

(found in: Azure portal, SQL database resource, Connection strings)

Cloud Migration Setup – common errors

Wrong connection string

https://docs.microsoft.com/en-us/dynamics365/business-central/dev-itpro/administration/migrate-data#specify-the-sql-connection


Typical error message

Activity timed out

Mitigation

Check requirements for Self-Hosted Integration Runtime host 
(.NET 4.72)

Database query performance optimization:
• Update statistics:

EXEC sp_updatestats; 

• Reorganize indexes:
EXEC sys.sp_MSforeachtable 'ALTER INDEX ALL ON ? REORGANIZE’

https://docs.microsoft.com/en-us/dynamics365/business-central/dev-
itpro/deployment/installation-considerations-for-microsoft-sql-server#database-configurations

https://docs.microsoft.com/en-us/sql/relational-databases/indexes/reorganize-and-rebuild-
indexes?view=sql-server-ver16

Cloud Migration Setup – common errors

SQL connection timeouts

https://docs.microsoft.com/en-us/dynamics365/business-central/dev-itpro/deployment/installation-considerations-for-microsoft-sql-server#database-configurations
https://docs.microsoft.com/en-us/sql/relational-databases/indexes/reorganize-and-rebuild-indexes?view=sql-server-ver16


Typical error message

• Failed to enable your 
replication. Make sure 
your integration runtime 
is successfully connected 
and try again.

Mitigation

• Choose current version if the major versions of the on-premise 
database and the cloud environment are the same, e.g.

• on-premise v.20.1 and cloud v.20.3  -> current version
• on-premise v.14.3 and cloud v.20.3 -> earlier versions

• Ensure correct version in the on-premise database:
SELECT [applicationversion]

FROM [$ndo$tenantdatabaseproperty]

Cloud Migration Setup – common errors

Wrong product type



Typical error messages

• ErrorCode=SqlFailedToConnect
Message=Cannot connect to SQL Database

• Check the linked service configuration is 
correct, and make sure the SQL Database 
firewall allows the integration runtime to 
access. 

• Login failed for user …

• Client with IP address '…' is not allowed to 
access the server. 

• The server was not found or was not 
accessible.

Mitigation

• Verify the user can connect to the on-premise DB

• Check Integration Runtime access to the SQL Server
On the machine with IR run a Powershell command: 

sqlcmd –S "{SQL Server Name}"
-d "{Database Name}"
-U "{SQL Server Authenticated UserName}" 
-P "{SQL Server Authenticated Password}“
-Q 'select * from [dbo].[Intelligent Cloud]’ 

• Firewall: allow client IP address
use Azure Management Portal,
or run sp_set_firewall_rule in the master database

• Allow remote access to the server
use SQL Server Management Studio,
or run sp_configure 'remote access', 1;  

Cloud Migration Setup – common errors

SQL failed to connect



Azure Data Factory

Self-hosted

Integration

Runtime
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Integration

Runtime
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Cloud Migration Run
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Large data

Large metadata

On-premise intervention

Top 3 errors during Migration Runs (last 30 days)

Cloud Migration Run – common errors



Typical error messages

• The Self-hosted Integration Runtime is 
offline.

• Message=A database operation failed with 
the following error: 'Invalid object name … '

• Message=A database operation failed with 
the following error: 'Could not find stored 
procedure ' … '

Mitigation

• Make sure that the machine hosting Integration 
Runtime stays online all the time.

• Shutting down the SHIR host temporarily can be 
used to cancel an ongoing migration run, but if 
the SHIR host stays offline for too long, all cloud 
migration infrastructure may be automatically 
cleaned up, making resuming migrations 
impossible.

• Make sure to wait before replacing the source 
database, or restoring it from a backup, until the 
migration run has completed.

Migration Runs – common errors

On-premise intervention



Typical error messages

• Message=The size of lookup activity 
result exceeds the limitation 4194304

• User's payload is too large.. 
ErrorCode: PayloadTooLarge.

Mitigation

• Reduce the number of companies to replicate
in each batch by selecting fewer companies in 
Cloud Migration setup and using ‘Select 
Companies To Migrate’ page action 

• Uninstall unnecessary extensions in the cloud 
environment.

• Exclude singular AL tables from migration by 
setting the table attribute in the application 
object:

ReplicateData = false;

Migration Runs – common errors

Large metadata



Typical error messages

• Message=Exception of type 
'System.OutOfMemoryException' 
was thrown.

• Message=A task failed with out of 
memory.

Mitigation

• Out of memory usually happens for tables with large 
fields (e.g. images in Tenant Media table) when they are 
copied in a bulk.
Try  to redirect such tables to full copy path instead.

Alter the on-premise stored procedure 
'dbo.IsFullCopyTable’ inserting a block like:

IF @SqlTableName = 'Tenant Media’

BEGIN
SET @IsFullCopy = 1
RETURN

END

Then trigger a new migration run.

Migration Runs – common errors
Large data

during bulk copy



Typical error message

• Message=The specified row 
delimiter is incorrect. 
Cannot detect a row after parse 
100 MB data.

Mitigation

• This error usually happens for large tables when they are 
copied table to table.
Try  to redirect the failed tables to bulk copy path instead 
of full copy.

Alter the on-premise stored procedure 'dbo.IsFullCopyTable’ 
inserting a block like:

IF @SqlTableName = ‘<failed SQL table name>’

BEGIN
SET @IsFullCopy = 0
RETURN

END

Then trigger a new migration run.

Migration Runs – common errors
Large data

during table-to-table full copy



Performance tips for data replication

• For on-premise SQL Server - ensure that the Integration Runtime host machine 
meets the minimal requirements:

• 2-GHz processor with 4 cores
• 8 GB of RAM
• 80 GB of available disk space
• .NET Runtime v. 4.7.2
• Should not sleep or hibernate

• For Azure SQL source - monitor CPU and memory utilization, and upscale the 
database in case of high consumption

• Update statistics and reorganize indexes for the source database

• Use a dedicated SQL Server with a copy of the source database

• Reduce the number of companies set up for migration



Table mapping during migration

Default mapping

Table 50002 MyTable Table 50033 MyTable

All tables matching by SQL name are replicated automatically
(non-matching fields are skipped)

Warnings are issued for cloud tables without on-premise match

Table 50033 MyCloudTable

CRONUS International Ltd_$MyTable$604e9013-1d05-40d5-af3f-5d6c6ea639ac

company name table name extension ID



Table mapping during migration

Custom mapping

Table 50002 MyOnPremiseTable Table 50033 MyCloudTable

Fields matching by name and compatible by type
are replicated to the mapped cloud tables



Part 3 – Data Upgrade

Step 2. 

Replicate data to SaaS

Step 3. 

Run data upgrade in 
SaaS

Step 1. 

Upgrade to 14.x



New flow for Upgrade

We are levering the logic for regular upgrade



New flow for Upgrade

Upgrade code 20.0

Base App

Upgrade code 20.0

Business Central 
Cloud Migration 
(Previous Release)
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New flow for Upgrade
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New flow for Upgrade

Upgrade code 20.0

Base App
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Partner App

Upgrade code 21.0 Upgrade code 21.0



Benefits

• All apps are included
• Single Upgrade Logic
• Tenant Status is moved to Update (No HF-es, Task Scheduler…)
• Reusing Upgrade Reporting
• Upgrade telemetry included
• If upgrade fails – automatic Point-in-Time restore



New upgrade flow



New upgrade flow



New upgrade flow



New upgrade flow



New upgrade flow



New upgrade flow



Upgrade Errors



Demo – Upgrade Errors



Demo – Upgrade Errors



Old flow for Upgrade

Upgrade code 20.0

Base App

Cloud Migration 
Upgrade code 20.0

Business Central 
Cloud Migration 
(Previous Release)

Upgrade code 21.0
Cloud Migration 

Upgrade code 21.0



Faster upgrade



DataTransfer Feature

CustLedgerEntry.SetLoadFields("Orig. Pmt. Disc. Possible(LCY)", "Org. Pmt. Disc. Possible (LCY)");
CustLedgerEntry.SetFilter("Org. Pmt. Disc. Possible (LCY)", '<>%1', 0);
CustLedgerEntry.SetRange("Orig. Pmt. Disc. Possible(LCY)", 0);

if CustLedgerEntry.FindSet(true) then
repeat

CustLedgerEntry."Orig. Pmt. Disc. Possible(LCY)" := CustLedgerEntry."Org. Pmt. Disc. Possible 
(LCY)";

CustLedgerEntry.Modify();
until CustLedgerEntry.Next() = 0;

Example: Moving obsoleted fields the old way

Existing approach 1 Million Entries      Between 2 to 24h+



DataTransfer Feature

CustLedgerEntry.SetFilter("Orig. Pmt. Disc. Possible(LCY)", '<>%1', 0);
if not CustLedgerEntry.IsEmpty() then

exit;

CustLedgerEntryDataTransfer.SetTables(Database::"Cust. Ledger Entry", Database::"Cust. Ledger Entry");
CustLedgerEntryDataTransfer.AddSourceFilter(CustLedgerEntry.FieldNo("Org. Pmt. Disc. Possible (LCY)"), 
'<>%1', 0);

CustLedgerEntryDataTransfer.AddFieldValue(CustLedgerEntry.FieldNo("Org. Pmt. Disc. Possible (LCY)"), 
CustLedgerEntry.FieldNo("Orig. Pmt. Disc. Possible(LCY)"));

CustLedgerEntryDataTransfer.CopyFields();

Example:
Moving obsoleted fields, the new way

DataTransfer 1 Million Entries                             ~ 2-5 minutes

Existing approach 1 Million Entries      Between 2 to 24h+



DataTransfer Feature - Limitations

Can only be used in Upgrade scope to initialize new fields
Target OnPrem



Long running upgrade methods in v21?



Long running upgrade methods := -11;
Optimized 11 long running upgrade methods



Journey to Cloud

Step 2a. 

Upgrade to 21.x

Step 3a. 

Replicate data to SaaS
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Journey to Cloud

Step 2a. 

Upgrade to 21.x



Journey to Cloud

Step 2a. 

Upgrade to 21.x

Step 3a. 

Replicate data to SaaS



API for managing Cloud Migration E2E

Setup APIs:
• Setup Cloud Migration (Wizard)

• Company management - choose and create On-
Prem companies

• Define table mappings for custom tables

Migration management:
• Replicate data

• Track progress – replicated, pending, failed tables

• Start upgrade

• Disable cloud migration

GitHub - microsoft/BCTech: Business Central technology samples

https://github.com/microsoft/BCTech/tree/master/samples/CloudMigration/CloudMigrationAPIScript


Join us on Yammer
https://aka.ms/BCCloudMigrationYammer

https://aka.ms/BCCloudMigrationYammer





